NHOOPMALIUA
0 MOMYJISIPHBIX CLIEHAPUSIX MOILIEHHUYECTBA C UCIOIb30BAaHUEM LIU(PPOBBIX TEXHOJIOTUM
U PEKOMEHYEMbIX HHCTPYMEHTAX 3aIIUThI

Kubeparaku Ha KOMITaHWH, (hakThl
AUCTAHIMOHHBIX XUIIEHUH [IeHEKHBIX CPEeIACTB Y
rpaxaaH  (UKCUpPYIOTCS BCEe 4alle, MpU ITOM
KpUMHHAJIbHBIE CXEMbI, B TOM WYHCJE 110 BBIBOJY
HE3aKOHHO  TMOJIYYEHHBIX  JIOXOJOB,  IOCTOSIHHO
MEHSIOTCS. 3a TOCIIeHUE TATh JIET KOJUYECTBO
MIPOTUBONPABHBIX JIESHUN B YKa3aHHOH cdepe B LeIoM
no Poccun BO3pocCio B J1Ba pa3a M cerdyac COCTABIIAECT
TPeThb OT BCEX 3apErMCTPUPOBAHHBIX MPECTYIICHUM. ,
Bonbiie MmMoONMOBHHBI U3 HHUX OTHOCUTCS K KaTETOPHH TSDKKHUX M 0CO00 TSIKKHX. OCHOBHOI/I MacCHUB
MIPUXOAUTCS HA KPaKU U MOIICHHUYECTBA.

[TpoucXoasT yTeUYKH MePCOHAIBHBIX JAHHBIX, KOTOPBIE HUCIOJIB3YIOTCSA IS (POpMHUpPOBAHUS TaK
HAa3bIBAEMBIX «IIM(POBBIX MOPTPETOBY» B MPOTHUBOIPABHBIX HeisX. OTMeyaeTrcss pocT KUOEpXUIIEHHH,
CBA3aHHBIX C MPUMEHEHHEM METO/la COIMAJbHOM WHXEHEpUH, KOTJa TpakIaHe, Kak IMpaBuo,
MIEHCHOHHOTO BO3pacTa, caMu COOOINAI0T CBeJleHUsl 0 cebe JuIaM, MPEeACTABISIONIUMCS COTPYIHUKAMU
TOCYJapCTBEHHBIX OpPraHOB WM OaHKOBCKOTO cekrtopa. Camble pacrnpOoCTpaHEHHBIE CIIOCOOBI
HEMPABOMEPHOI0 3aBJa/ICHUS JCHEKHBIMU CPEJCTBAMH COMPSIKEHBI C CO3aHUEM (alIbIIUBBIX CANTOB, a
TaK)Ke MOJy4deHUEM JIOCTYIA K KOH(PUICHIIMATLHBIM JAaHHBIM TI0JIb30BaTEIICH.

B ocHOBHOM Takasi BapMaTHMBHOCTH pealM3alliK MPECTYMHbIX HAMEPEHUN UCXOIHUT H3-3a pydexa,
BKJIIOYAs KOJI-IIEHTPbI, HaXoAsIIMecss Ha Teppuropun YkKpaumnbl. Kpome TOro, KHEBCKUMH
CHeICcTy>K0aMi  HCIONB3YIOTCSI  CXEMBl  3allyTMBaHHs  >KEPTB  HECYIIECTBYIOUIMM  YTOJOBHBIM
npecienoBaHneM Ju00 JO0NTroBOM (PUHAHCOBOW 3aBUCHUMOCTBIO. DTO 3aKaHYMBAETCS COBEPIICHUEM
MOCIEAHUMH TIPECTYIJICHUH MPOTUB OOILIeCTBEHHOW Oe3omacHocTH. DUrypaHTaMU IO TaKuUM JeliaM
HEPEIIKO CTAHOBATCS BBICOKOOOPA30BAHHBIC JIFOJHM, KOTOpPhIE CaMH MPU3BaHBI  (OPMUPOBATH

3aKOHOIIOCIYIITHOC ITOBCACHHC.

Kak mokazano coOCTBEHHOE MCCIIeIOBAaHUE TPYIIIBI
komnanuii «CoOep», mnposenéHHoe B 2023 rogy, Ha
VYkpaune nercTBoBasio 0ojiee THICSYM MOIIEHHUYECKHX
KOJIJI-LIEHTPOB, B KOTOPBIX 3ajelicTBoBaHO nopsaka 100
Teicsiu denoBeK. IIpumepHo 300 Takux KOJII-IIEHTPOB
cocpeoToueHsl B JIHENpe — Tak Ha3bIBAEMOW «CTOJIHIIE»
TeneoHHOro MomeHHnuectsa. Ilo nanueiM Oanka, 92%
3BOHKOB TIPECTYITIHUKOB HampaBieHsl Ha Poccuto, a
ocraBmmecss 8% TOIy4YarOT JKUTENIU JPYTHX CTpaH,
npeumyiiectBeHHo Ilonbimm, 'epmanun u Kaszaxcrana.
JloXopl HIIyT Ha JTMYHOE 00OTAIIEHHE U 3aKYIKY BOOpYKeHHs TpoTuB Poccuu.

Obnapyxennass «COepom» 0a3a MaHHBIX MOKazajga, 4yTo 212 KOMI-IEHTPOB (Ha TOT MOMEHT)
VIPABISLUTUCh TPEMs TOJIOBHBIMH IIGHTPaMH TI0 MOAENH (paHIIW3bl, a HH(pacTpykTypa Uil HX
HesaTelnbHOCTH  cocpenoroueHa B Hupepmanmax wu I'epmanun.  IIpecTymHUKHM — MCHONB3YIOT
npodpeccnonanbaple  CRM-cucremMbl Ui ynpaBieHHs 3BOHKAaMH W (UKCHPYIOT B HUX CYMMBI
YKpPaZEeHHOTO.

Cpennuii komn-nieHTp noxumaer 40 TeICSY A0JIapOB B MECSI, a COBOKYMHBIM ymiepo oT
JesaTenbHOCTH 212 KOJUI-IIEHTpOB, paboTaromux no ¢panmmuse, B 2023 roxy moctur 100 MUILIIMOHOB
nosutapoB. TumoBod Kosui-LieHTp coBepmiaer 70 ThICSY 3BOHKOB B JIeHb M HacuuTbiBaeT 10 100
«OTIEPaTOpOB» B OJIHY CMEHY.

MOHUTOPHHT MOIIEHHUYECKHX CXeM H CIOCOO0B 3alMThI OT HUX

UroObl He cTaTh JKEpTBOM TenedOHHOrOo MM MHTEPHET MOIIEHHUYECTBA HEOOXOAUMO
CBOEBPEMEHHO OTCIIC)KUBATh HCIOJIb3yeMbIe 3JIOYMBINIICHHUKAMA MOIIEHHHYECKHUE CXEMBI, a TaKKe
IpeJularaéMble  CreUaTuCTaMi OaHKOBCKOTO CEKTOpa, IMPAaBOOXPAHUTENBHBIX OpPIaHOB U IOPUCTOB
WHCTPYMEHTHI 3aIIUTHI CBOUX COSPEKECHUH.

Bamemy BHHMMaHuIO npeanaratorcss HamOoiee pacnpocTpaHéHHble B 2022-2023 romax Takue
CIICHapHH.



«BaJIloTHBIE OTPAHNYEHH D)

[Mocmegnue nBa TroAa MOIICHHUKH 3allyTHBAd CBOMX TOTEHIIMAIBHBIX JKEPTB HE TOJBKO
HECAHKIIMOHHPOBAHHBIMU TIEPEBOAAMU WM O(GOPMIICHUEM KPEIWUTOB, HO M IPHBSI3BIBATINCH KO BCEM
HOBOCTHBIM TIOBOJiaM. ['oBopuiu 00 yrpo3e B CBS3M C OTKJIIOYCHHEM OT cucteMbl «CBUDT», 00 yxoze
Visa u Mastercard, o nedwurmre BaiOTh, 00 yrpo3e JeHbIaM Ha BKJIaJax, T.C. UCIIOJIB30BaIM BCE
BO3MOYKHBIE HH(POPMAITMOHHBIE TOBOJIBI.

MOIICHHUKHA 3BOHWJIM TIOTEHIMAIBHBIM JKEPTBAM, IPEICTABIUINCh PAOOTHHUKAMH OaHKOB WIIH
OOMEHHBIX MYHKTOB M COOOIIAJIM, YTO €BPO M JOJUIAPHl BOT-BOT MEPECTAHYT BbIIABATh WM WU3BIMYT U3
oOpamienus. JlromsM mpeayiaraid NEpeBECTH JCHBIM HAa HEKUH «CIEUUAIBHBIA CYET», HO YIS 3TOTO
HY)KHO OBLIO CKa3aTh 1o TeliehoHy OAHKOBCKHE TaHHBIC, C MOMOIIBIO KOTOPHIX MOIIECHHUKH MOTOM
MIEPEBOIMIIA CPEICTBA HA CBOU CUETA.

[TomauTe, 4TO OaHKM HE 3aNMpalIMBAlOT (PUHAHCOBYIO WH(MOPMALUIO KIUEHTOB MO TeliehoHy,
MO9TOMY CaMoO€ JIydIllee pPEIICeHHUE B ATOW CUTyallM — OpOCUTHh TPYOKYy M HAWTH BCHO HH(OPMAIUIO
camocTosiTenbHO. Y banka Poccuu HeT 11aHOB U3bIMATh COEPEKEHUS HU B PyOJIsIX, HU B BATIOTE.

O00 Bcex BAIOTHBIX OTPAaHWYCHUSAX MOXKHO Y3HATh Ha caiiTe (UHAHCOBOTO MapKeTIuienca
baHku.py, a eciau BO3HUKHYT COMHEHHS, TO MPEXKIE YeM COBEPIIATh OMEPAIUI0, MOXHO YTOYHHTH
MH(POPMAIIHIO HA «TOPSYCH JTHHUN.

«Moounu3anus»

OIHOBPEMEHHO C HArHETaHWEM HCTEPUH O BO3MOXKHOM MOOWIIM3AIMHM PACHpPOCTPAHSIIUCH JIBE
CXEMbI MOIIICHHUYECTBA — IMOACIIbHBIC JOKYMEHTHI U (DUILIMHT.

B nmepBom ciyuae B MHTEpHETE Ja)k€ MOSBHIMCH CANThl, KOTOPHIE MACKUPYIOTCA TOJ BHUIOM
CEPBUCOB 10 M3TOTOBJICHUIO JTOKYyMEHTOB. Kpome TOro, tem, KOro MOIJiM MOOHWJIM30BaTh, MUCATH B
MECCEH]IKEPaX C MOXO0KUMU MPEIIT0KCHUSIMHU.

3a MEIMIIMHCKYIO OTCPOYKY WJIM CIPABKY ¢ «OpOHBIO» MOIICHHUKH Ipeyiarain 3amiatuth ot 20
1o 65 Teic. pybneit. [Tocie oriaTel HOAACTBHBIN TOKYMEHT MOTYT HE OTIIPABUThH BOBCE, HO JaKe €CIIH OH
MPUJIET, MOJIB30BATHCS TAKUMU CIIPABKaMM YTrOJIOBHO HaKa3yeMo.

Kpome Toro, peructpupoBainch ciaydad, KOTrJa MOIICHHUKHA PUXOAMINA JIOMOM K MOTEHIIMAIbHBIM
KEepTBaM SKOObI ¢ MOBECTKOW. YUenoBeKy mpeiasiaraiv 3a JIEHbI'HM HE BpydaTh €€, a MHaye MPHUAETCs
SIBUTHCA B BOeHKoMaT. [IpaBna, MaccoBoi 3Ta MpakTHUKa TaKk U HE CTaja.

B ciygae ¢ ¢ummnarom cobupanucek auuHble qaHHble. Cpaszy mocie 00bIBICHHON MOOMIU3AlMU B
HNHuTtepHere nmosiBUnIachk KOOI 0a3a JaHHBIX TPaXKIaH, KOTOPBIX TOCYAApCTBO TUTAHUPYET MOOMIIU30BATD.
Ha camoMm gene moio0HOTO CHHCKa B OTKPHITOM JOCTYIEe HET. MOIIEHHUKH MaHUMYIUPYIOT CTPAXOM U
BBIZIAIOT JIOKHBIE JIaHHBIE 3a JCHCTBUTEIBHBIC, Tpeasiaras 3a JCHBI'M «HUCKIIOYEHHE W3 CIHCKOB
MOOUITU30BaHHBIX .

Bropoii meroa: naTh CCBUIKY Ha SIKOOBI IOJIHBINA CIHCOK, a Ha CalTe y»K€ 3alpOCUTh JUYHbIE
JaHHbIe U 0AaHKOBCKYIO0 MH(GOPMAIUIO Y MOTEHIIMATBHON KepTBBL. [lepeBOaUTh JEHBIU U TEPEXOIUTH IO
TaKUM CCBhUIKaM HE CTOUT.

«MouIeHHNYeCTBO MO/ BH/I0M rocy1apCcTBEHHbIX OPraHOB))

3TO MHOTOYPOBHEBBIE CXEMBI 3BOHKOB C Y4aCTHEM SIKOOBI IPABOOXPAHUTEIbHBIX OpraHoB, baHka
Poccnn n kpeuTHBIX yupeKIeHH.

Yarmie Bcero roBopsAT o HeKoeM Oe3omacHoM cyere B LleHTpoOaHKe, HA KOTOPBIH HY>KHO CPOYHO
MIEPEBECTU CPEJCTBA, KOTOPHIM SIKOOBI rpo3uT xuiieHue. Kpome toro, s yOeAUTENIbHOCTH MPUCHUIAIOT
YEJIOBEKY B MECCEH/KEP WIM Ha AJIEKTPOHHYIO MOYTY AOKYMEHTBI MM yJIOCTOBEPEHUS C JIOTOTUIIOM M
nevatbio banka Poccun. Taxke adepuctsl MOTyT mpHCIaTh CKaH-KOIMUIO 3asBJIEHUS O 3asBKE Ha KPEOUT
AKOOBI OT Juna xepTBbl ¢ ero ®UO u nopaensHON nmoanuchio. Co CTOPOHBI BCE 3TO BBIMISAUT OYEHBb
npaBaono100Ho. Kputnyeckoe MbIlIeHHE Y K€PTB MPU UCIIOJIB30BaHUU TaKUX MIPUEMOB CHUKAETCS.

[Tomuute: bank Poccum He paboraer Hampsimyro ¢ ¢usnunamu. [lo cBoelt MHHMIIMATHBE €ro
COTPYIHUKU HE 3BOHST TpakJaHaMm, HE pacChUIalOT UM 3JeKTpoHHble mucbMa U CMC-cooOuieHus.
Perynsarop He 00CTy’)KMBaeT M HE OTKPBIBACT cUeTa (HU3IIHIL.

B Ttakux ciydasx HeoOXoIuMo cpa3y KiacTh TPYOKy, a TakKe He Ha3blBaTb CBOU JIMYHBIE U
0aHKOBCKHUE JTaHHBIE BHE 3aBUCUMOCTH OT TOT'0, KaK MPEJICTaBUIICS YEJIOBEK I10 Tenedony.



«bpayHble MOIIIEHHUYECTBAa)

C wucnons3oBaHueM ceTd MHTepHET (MPEMMYIECTBEHHO Ha cailTaX 3HAKOMCTB) MPECTYIMHUKH
BBEIOMPAIOT KEPTBY, HAIAXKUBAIOT C HUM JIEKTPOHHYIO MEPEMHUCKY OT IMEHH JIEBYIIIEK, 00eIas Mpuexarhb
C TENBI0 CO3JaHus B OyAyIIeM ceMbH. 3aTeM TOJ Pa3IMYHBIMH TPEAJIOTaMH «HEBECTHI» BHIMAHHBAIOT
JeHbIU (HA JICUEHHUE, TOKYNKY MOOUIBHOrO TenedoHa, mpuoOpeTeHrne OUIeTOB, OIJIaThl BU3bI U T.1I.).
[lepenucka BeneTcs TiIaBHBIM 00pa30M CTyIEHTaMHU JIMHTBHCTHYECKUX BY30B.

HampapiieHHbIe >KepTBaMU JIEHBI'M NPECTYITHUKH TMOJy4alOT Ha TMOJCTaBHBIX JuIl. [locrme
MOJTyYCHHUS CPECTB MEPEMUCKA MO/ PA3JIMYHBIMU PEJIOTaMU MPEKPAIaeTCsl.

«[IpuodpeTeHne TOBAPOB M YCJIYT MocpeacTBOM ceTu UHTepHeT»

[Ipy moxkymnke B HHTEpPHET-MarasmHax, rpaxkJaHe YacTO HEBHUMATEIbHBI, YEM M MOJIb3YIOTCS
MomeHHUKH. OOBIYHO CXeMa MOILICHHMYECTBA BBIMVIAIUT TaK: CO3AaéTCs CaWT-OJNHOCTPAHWYHMK, Ha
KOTOPOM BBIKJIJIBIBAIOTCSI TOBAPHI OJTHOTO BU3YaJIbHOTO MTPU3HAKA.

Ilena Ha TOBapbl OOBIYHO BecbMa NpUBIEKATEIbHAs, HUXKE CpeIHEpbIHOYHOW. OTCYTCTBYIOT
OT3BIBBI, MUHUMAJICH HHTEP(EIC, yKa3aHbl CKyIHbIC KOHTAaKTHBIC TaHHbIC. Yallle Bcero Takue WHTEPHET-
Marazunbel pabotator mo 100% mnpeporare. Ilepenncka o mnpuOOpEeTEeHHH TOBAapOB BEIETCS C
KCIIOJIb30BAaHUEM SJICKTPOHHBIX TTOUTOBBIX SIIHUKOB.

[Io AOrOBOPEHHOCTH C MPOJABLIOM JEHBI'M MEPEUHCISIOTCSA, KaK MPaBUIIO, 3a TPAHUILy uepe3
«Western Union» Ha ©MeHa pa3IM4YHbIX JIOJCH, TOCIIE Yero MCeBI0-IPOIaBell HCUE3acT.

«Kpuk o momouu»

OnuH U3 caMbIX [IMHUYHBIX M PACIIPOCTPAHEHHBIX CIIOCOOOB XUIIEHUS JEHEKHBIX CPEICTB.

B unTepHeTE MosBIseTCA ayIIepa3auparolias uCTOpus 0 60pp0e MaIeHBKOTO YeIOBEKa 3a KU3Hb.
Bpems unér Ha yacel. CpoyHO HEOOXOIUMBI JIOPOTHE JICKAPCTBA, ONepanus 3a rpaHuiei u T.1. [Ipocsar
0Ka3aTh IMOMOII[b BCEX HEPABHOIYIIIHBIX U MIEPEBECTH JICHBI'M HA YKa3aHHBIE PEKBU3UTHI.

3/1eCh Ba)XHO MPEXKIE YeM NEPEBOJIUTH CBOU JICHBI'H, NMPOBEPUTh — HMMEIOTCS JIM KOHTAKTHBIC
JAHHBIC JJIs1 CBSI3U C POJUTENSIMU (POJCTBEHHUKAMU, OTleKyHamu) peO€nka. [lo3BoHNTE MM, HAAUTE UX B
COLICETSIX, MOOOIIaiTech U yOeAUTeCh B YeCTHOCTH HAMEPEHHUIA.

«PUIKMHD

SBnsiercs HanOosiee OMAacHbIM M CaMbIM PACIPOCTPAHEHHBIM CIIOCOOOM MOUICHHHYECTBA B
nnTepHere. CyTh 3aKII0YaeTCsA B BBIMAHUBAHUU Y KEPTBBI IMapoJiel, MMH-KO10B, HOMepoB U CVV-ko110B.
Cxem, KOTOpbIE IOMOTAIOT MOILIEHHUKAM MOJyYUTh HYKHbIE€ CBEJCHMSI, OUEHb MHOTO.

Tak, ¢ MOMOIIBIO CIAM-PACCBHIJIOK MOTEHIMAIBHBIM )KEPTBAM OTIIPABIISAIOTCS MOAJIOKHBIE MUChMA,
SIKOOBI, OT UMEHU JIETAIbHBIX OpraHU3allui, B KOTOPBIX J1aHbl YKa3aHUS 3alTH Ha «CalT-ABOWHUK) TaKOTO
YUPEXIECHUS U MOATBEPAUTD MapOJIH, MUH-KOJbI U APYTYI0 MH(OPMAINIO, HCIIOJIb3YEMYIO BIIOCIEICTBUU
3JIOyMBIIUUICHHUKAMH JUJII KPaKM JIEHEr CO cueTa KepTBbL. J[OCTaTOYHO PACIpOCTPAHEHHBIM SIBISETCS
Ipe/UIOKEHHEe O paboTe 3a TpaHUIEeH, yBeIOMJIEHHE O BBIUTPHILIE B JIOTEPEH, a TaKkKe COOOIIEHHS O
IIOJIy4E€HUU HACIIEACTBA.

«Hurepuiickue nmucbma»

Taxxke OAMH W3 CaMBIX PAaCHpPOCTPaHEHHBIX BUIOB MOIIEHHUYECTBA, KOT/a jKepTBa MOJy4yaeT Ha
CBOIO TIOYTY IMHCHMO O TOM, YTO SIBJIIETCS CYACTIIMBBIM 00Ja/iaTeieM MHOTOMHJUTHOHHOTO HACIeACTBA.
3areM MOIIEHHUKHU MPOCST y TOTydyaTels MIChMa MOMOIIM B MHOTOMHJUTMOHHBIX JEHEKHBIX OIMEpaImsix
(momydeHue HacleACTBa, IEPEBOJI ICHET U3 OJTHON CTPaHBI B IPYTYI0), OOEIIasi MPOIEHT OT CIIEIIKH.

Ecnu nomyyaTens cCOrmacuTcs y4acTBOBaTh, TO y HEro MOCTENEHHO BHIMAHUBAIOTCS IEHBI'H SKOOBI
Ha OIIaTy cOOpOB, B3SITOK YHHOBHHKAM H T.II.

«bpokepckue KOHTOPbDY

C navana rtekymero roga B HIIb Murepnona MBJI Poccun HaGmromaercss 3HAUUTENBHBIN POCT
KOJIMYEeCTBa OOpallleHull rpak/iaH, MOCTpaJaBIINX OT AEHCTBUI OPOKEPCKUX KOHTOP.

B uactHOCTHM MMeeTcss MH(OpMaNMs O TaKMX HEAOOPOCOBECTHBIX OPOKEPCKHX KOMITAHHUSX, KaK:
«MXTrade» u «MMCIS».



s Toro, 4yToOBI HE TOTEPSATh CBOM JCHBIU MPHU BHIOOPE OPOKEPCKOW KOMITAHMHU HEOOXOIMMO
oOpaliaTh BHHMaHUE Ha CIEAYIOIIME NPHU3HAKU, KOTOPBIE XapaKTepU3YIOT KOMIIAHHIO-MOIIEHHUKA:
o0erianue BHICOKUX MPOLEHTOB, OTCYTCTBHE PETHCTPALlUU, OOCIaHue CTA0MIbHONW MPUOBLIM HOBHYKAM —
Tpenepam.

[lepen TeM, Kak JOBEPUTH CBOM KamMTal, BHUMATEIbHO U3yYUTE HE TOJIBKO HHTEPHET-PECYPCHI, HO
1 opUIIHATBEHYIO HH(OPMAITHIO 0 OPOKEpe U €ro PerjaMeHT.

Baxno! [lomMHHUTE, YTO MHBECTUPOBAHHE, IMpEAJaraéMoe Ha YCJIOBUSX OpPOKEPCKOW KOMITAHWH,
BCEr/la SIBJSICTCSl BBICOKO PHCKOBAHHBIM JaXe MPH HAIMYUMU Oe3yNmpeyHOM permyTaluu OpOoKepCKOi
KOMITaHHUH.

Croco0bI 3alIMTHI OT MOIIEHHHYECTBA

Jlonst Bo3BpaTa cpeACTB OaHKaMH KJIMEHTaM, KOTJa MOCJIEIHUE CAaMOCTOSATEIBLHO MEPEBOIAT ACHBIH
adeprcTaM WIH OTKPBIBAIOT UM JOCTYII K CBOEMY CUETY.

Ceifuac OaHku 10 3aKOHY «O HAIMOHAIBHOW TUIATE)KHON CHCTEME» HE 00s3aHbl BO3BpAIIATh
JIEHBbI'W B 3THX ciaydasx. bank Poccun BMecTe ¢ yyacTHMKaMU PbIHKA U AKCIIEPTaAMU IIpeiaracT BHECTH
W3MEHEHHUs B 3aKOHOJATEIBCTBO, YTOOBI JIFOJIM MOTJIM PACCYMTHIBATH HA BO3BPAT CPEJCTB JaXKe TOT/A,
KOTJIa UX OOMaHYJIH C TIOMOIIIBIO COMMATBLHON HHKEHEPHH.

bank Poccum Bemer 06azy o ciydasx M IONIBITKaxX IEpPeBOja JEHEKHBIX CPEACTB 0€3 coryiacus
KIMEHTOB. B He#W akKyMynupyroTcsi AaHHbIE W3 OaHKOB, B TOM 4YHCJIE COJEpP)KATCS CBEICHHUS O
JPONIEPCKUX CuUeTaxX, KOTOPhIE 3JIOYMBIIIJICHHUKN HCIONb3YIOT JI BBIBOJA U CHSTHUSI MOXHUIIEHHBIX
CPEICTB.

MexaHu3M BO3MeLEHH S TPAXKIAHAM MOXUIIEHHBIX 3JI0YMbIIIJICHHUKAMH CPeICTB

Ecnu Gank-oTnpaButens nonyumsi uHGopManuio u3 6a3bl GuHI[EPTa, HO He ydyenm ee B cBOMX
OM3Hec-TIpoleccax M COBEPIIMJI TIEPEBOJ] HAa TAaKOW CUET, TO OH OyJer o00s3aH BEPHYTh KIMEHTY
MOXMILEHHYI0 CYMMY, JaK€ B CIydasX, KOrJa XHWILIEHUE IPOMU3O0ILIO C HCIOJIb30BAHHUEM METOJIOB
COLMAJIbHOW MH)KEHEPUU.

Kpome Ttoro, bank Poccum BHeapsieT Tak Ha3bIBa€MbI «II€PUOJ OXJIAXKIACHUS», Korja y
rpaxaaHnHa OyaeT Bpemsi 00JyMaTh M OLIEHUTh COBEpIIaeMble JEeWCTBHS. baHK-TuIaTenbluk OyneT
00s13aH Ha JBa JHS MPUOCTAHABIMUBATH 3a4KCICHUE JICHET Ha cueT, HHGOPMAIUs O KOTOPOM COJIEPIKUTCS
B 0Oa3e banka Poccun. @®opmanbHO OaHK HE HApyIIUT TMpaBa J0OPOCOBECTHBIX TpakIaH U
3aKOHOJIaTENIbCTBO, IPUOCTAHABIIMBAS NIEPEBO/I, MMOCKOJIBKY 10 3aKOHY IEPEBOJ COBEPIIAETCA B CPOK 10
Tpex pabouux aHen

Kpome Toro, mpoBepsTh omepamnuio Ha MPU3HAKH MOIICHHHYECTBA JOKEH W OaHK-MOJIydaTelb.
Ecam oH BUAWT, YTO NEHBIW MEPEUYHCISIIOT Ha CYET, COJAEpXkaIlluiics B 0a3e peryisTopa, To y OaHka
JOJKHO OBITh TPaBO MPUOCTAHABIMBATH JOCTYN BIafelblla TaKOTO cueTa K AUCTaHIUMOHHOMY
oOciyxuBaHuto. To ecTb modydarenab MOJO3PUTEIBLHOTO CyYeTa HE CMOXET Cpa3y e yJIaJIeHHO
pacmopsiANThbCS JIeHbraMH, IEPEeBECTH HMX Ha JI00H Apyroil cder, 4ro OOBIUHO Cpa3y JeNaroT
MOIICHHUKHU. YTOOBI pa30JOKHMpPOBATh 3Ty BO3MOXKHOCTB, BIIAJIEIBILy CYETa MTPHUACTCS TPUHTH B
OTJeNieHne OaHKa C MacmopToM, Ha YTO BPAJ JIU MOUAYT apomnmepbl. B To ke Bpemsi OyayT cOOIIOAEHbI
BCE€ IPaKJIaHCKHUE TIpaBa JJ0OPOCOBECTHBIX 0AHKOBCKUX KJIUEHTOB.

bank Poccun moBbIimiaer TpeOoBaHUS K OAHKOBCKMM TOJMCAaM CTPAaXOBAHHS OT MOIICHHHUKOB,
9TOOBI B CTPaXxOBKH OBUIM BKJIFOYEHBI CIydaW BO3BpaTa CPEACTB MPU aTaKax COIUAIbHBIX WHKEHEPOB.
Peun 0 moOBIX cilydasx, KOTAa KIUEHT J0OPOBOIHHO MEPEBOANT JICHHIM MOIICHHUKAM WU PaCKpPBIBAET
UM OaHKOBCKHE CBEIICHUS, TO €CTh MPHU aTakax TeJIePOHHBIX MOIIEHHUWKOB, OHJIAWH-MOIIEHHUKOB. Bee
9TU ClIy4au JOJDKHBI BKJIIOYAThCS B CTpaxoBo€ NOKpbITHE. [Ipm 3TOM W3 MOKPBITUS TUIaHUPYETCS
WCKIIIOYHTHh CITydad, MO0 KOTOPHIM OaHKH 00s3aHBl BO3MEIMIATh CPEACTBA KJIMEHTaAM IO 3akoHy «O
HallMOHAJIBHOM TIUJIATEXKHOM cHCTeME». ODTO BCE Ciydyad, KOI/Ia MOIIEHHUKH TMOXUTHIM CpEICTBa,
HCIIONB3Ys KaKUe-TO TEXHOJIOTHYECKUE IPUEMBI, HalTpuMep, 0€3 HETOCPEACTBEHHOTO yUacTHs YeIOBEKa.

B okTts6pe 2023 roma BCTYNUI B CHIIY 3aKOH 00 OTEPaTUBHOM B3aMMOICHCTBHH MEXIy baHkoM
Poccun u MB/I. Cotpynnuku monuiuu noayawim n1octymn k 6aze @uallEPT, koTopas B cBoto odepens
nonojHsercss cBeAeHusMu oT MBJI. Otu nanueie momoryT Oankam 3¢ dexTuBHEe BecTH OOpHOYy ¢
MOIICHHUYECKUMHU CITUCAHHMSIMHU CPEJICTB C OAHKOBCKHX KapT, B TOM YHCII€ C UCIIOJIB30BAHHEM METOJIOB
COLMAJIbHOW MH)KEHepuU. PaHple mpu pacCMOTPEHHMH JEN O MOLIEHHUYECTBE MHOTO BPEMEHH YXOIUIIO
Ha 3aIpOChl JAHHBIX U MEPENUCKY MEXIY IPaBOOXpPAaHUTEIbHBIMU OpraHaMu U 0aHkamu. Tenepb oOMeH
JAHHBIMU OYET MPOXOIUTH ONIEPATUBHO.



B crpykrype MBJI Poccum co3gaHo clieHaIU3UpPOBAHHOE

nojpaszjelieHue — YmnpapjeHHe N0 0opbde ¢ NMPOTHBONPABHBIM
@ HCIO0JIb30BAHMEM HH(OPMALMOHHO-KOMMYHHUKANMOHHBIX
TEXHOJIOTHH, COTPYJHUKAMH KOTOPOTrO Ha TIOCTOSSHHOM OCHOBE
MMPOBOAUTCA MOHUTOPUHI' CUTYalllH.

B xo01e MOHUTOpHHTIA CETH yCTaHABIMBAKOTC VHTEpHET CalThl,
GOpyMBI, 3aKpBITBIE YaThl, HCIOJb3yEeMbIC [UJIsI OpTaHU3AlMHA U
peanu3alny BbIIICYKa3aHHBIX MPECTYIHBIX CXEM.

Ha wundopManioHHOM pecypce [MaHHOTO Opra€a MOXHO
MOJIYYUTh HEOOXOAMMYIO METOIMYECKYIO IIOMOIIIb, & TAKXKE COOOUIUTD
O 3JIOyMBIIIJIEHHUKAX, PacHpOCTPAHSIONIMX 3alpelieHHYI0 WM
JECTPYKTUBHYIO HH(POPMAIHIO

Ha caiite I'Y MBJl Poccun mo r.Cankr-IlerepyOypry u
JleHuHrpaackoi 00JacTH pa3sMEIIEH JOCTYNHBIM AJIi BOCIPHUATHS @ . . @
TEeMaTUYECKUN BUJIEO KOHTEHT, COJACpP)KAIMK KaK KOMIUIEKC MY
OpoMIAKTUYECKUX  Mep, TaK W  Pa3bICHAIOUIMA  CIIOCOOBI
OPOTUBOJACHCTBUS  3J0yMbIIUIEHHUKaM.  O¢uuuanbHblii  CalT:
WWW.78.mvd.ru. AHaJIOTHYHBIC CTPAHUIIBI €CTh B COLMAIBHON CETH
«Bkonrtakrtey»,  https://vk.com/spb_police u B  meccenmkepe
«Tenerpam», rie pa3MeIIeHbl HUKIIbl BUIEO-POJIUKOB, CBA3aHHbBIE CO
3BOHKaMH CO CTOPOHBI JIML, JEHCTBYIOIIMX OT HMMEHH CIIykKO
O0e3omacHocTH  0aHKOB, TpuoOpereHMeM B ceTH MHTepHET @
TYPUCTUYECKHUX IIYTEBOK U MIPUOOPETEHUEM UIIU NPOJakel TOBapOB U
YCIIYT Ha 3JIEKTPOHHBIX TOProBbIX miomaakax (Asuro, FOna u np.).

TEJIEOOHHOE 11l TIOMHUTE 1!
MOLLUEHHUMYECTBO ERaRatasiy 100% MeTOaMK 3a1UThI

0T TeJIe(pOHHOI0 M HHTEPHET

3BOHAT M3 6aHkKa. NoBopsAaT 06 MOIIICHHU4YEeCTBA.
yrpose BalwuMM AeHbram Ha cuyeTe
U NPOCHAT NepeBecTU [eHbru Ha

Apyroi cuev. CnpawusaioT Ecau Bul He yBepeHbI B IPABUWJILHOCTH
AaHHbIe KapThbl. » =

CBOUX JCHCTBUN NMPH COMHUTEJILHBLIX
TeJe(POHHBIX KOHTAKTAX U HHTEPHET-

MossoxuTe no TenedpoHy, KOTOPbIA yKasaH Ha KOMMVHUKAIMUAX .
Bawen 6aHKOBCKOW Kaprte, COTpyaAHMK 6aHka
NMPOSACHUT CUTyauuo

3BOHAT M COOBIIAIOT O BLIMIPLILIAX, 1) He oTBeuvaiiTe Ha Hem3BeTcHbIe Bam
ROIRTAN, KOMOSHOBUNAK. U T-A. HOMepa Tej1e(POHHBIX BbI30BOB U
CMC(MMC) 3anpocos;

e kb b S e i 2) He mepexojuTe Mo HEM3BECTHBIM
e 6 S R BaM MHTEpHET-CChLJIKAM U KOHTAKTAM,;

3BOHAT U coobuwarT, 4To 6NMU3KUNn .
yenoeek nonan B 6eay, NPOCAT 3) He moJib3yiiTech HHTEPHET

nepesBecTy AEHbIU.
coeIMHEHHEeM, Koraa oH Bam He HY’KCH HA

cMaprdoHe U KOMIIBIOTEPE;

Cnpocute uMma, aMuUnumio 3BOHALLEro m
HasBpaHue opraHuaauvmn, KOTOPYKO OH
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M oa8onNnTe GNNIKOMY UENOBEKY. ECAM 4) He nepenapaiite u He oCTaBJIsieTe

TEROhON OPranMaaLUM, OT UMEHU KOTOPOR Gbin CBOM NEPCOHAILHBIC JaHHbIC HA
00IeIOCTYNMHBIX pecypcax He MPOXOauTe

3BOHOK, ¥ BbLISCHMUTE, YTO CAYYWNOCH.
COMHUTECJIBbHBIX aHKeTHpOBaHHﬁ.



http://www.78.mvd.ru/
https://vk.com/spb_police

