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MWHUCTEPCTBO OGPA30BAHUSA N HAYKU POCCUACKON ®EQEPALIUK
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OBLLENO OGPA30BAHUA

NMNCbMO
oT 14 masa 2018 r. N 08-1184

O HANPABJIEHUN UH®OPMALIUN

[enaptameHT rocygapctBeHHOM nonutukn B cdepe obuiero obpasoBaHuss MuHobpHayku Poccum Hanpaenset
Ons ceefeHnst paspaboTaHHble BpemeHHon komuccuenn Coeta Pepepauum no pasBuTUO  MHEGOPMALMOHHOTO
obuwlecTBa MeToOMYECKME pPEeKOMeHJauMM O pasMEeLleHMM Ha  MH(OPMAUMOHHBIX  CTeHAaX, oduumanbHbIX
WHTEPHET-CaTax W JOpyrMx WHGOPMaUMOHHBIX pecypcax o06Leobpa3oBaTeNibHbIX OpraHMsauum U OpraHos,
OCYLLECTBSAOLWMX ynpaBneHme B cdepe obpasoBaHus, nHdopmaummn o 6e3onacHoM noBegeHnM U NCMONb30BaHNN CETU
"MHTepHeT".

Oupektop denaptameHTa
A.E.NMETPOB

MpunoxeHne

METOAWYECKME PEKOMEHOALIMN
O PASMELLEHUN HA UHOOPMALIMOHHbIX CTEHAAX, O®ULUUNATIbHbIX
MHTEPHET-CAUTAX U APYIUX UHOOPMALIMOHHBbIX PECYPCAX
OBLUEOBPA30BATENbHbIX OPFTAHU3ALINA 1 OPFAHOB, OCYLLECTBNSAIOLLNX
YNPABJEHUE B COEPE OBEPA30BAHUA, UHPOPMALIUM O BE3OMNACHOM
NOBEAEHUN N UICNOJIb3OBAHUN CETU "MHTEPHET"

3kcneptamu 1 YneHamm BpemeHHon kommccumn Coseta Pepepauun No pa3BuTUIO MHOPMALMOHHOIO obLecTea
B pamKax BbIMOMHEHUS pEKOMEeHAaLMN napnamMmeHTCKnX cnywaHui "AktyansHele Bonpockl obecneyeHms 6esonacHocTu
W pasBuUTUS geten B MHAPOPMaLMOHHOM NpocTpaHcTBe", KoTopble npolwnu B CoseTe ®epepaumm 17 anpensa 2017 r.,
Obinn paspaboTaHbl MeToAMYecKMe pekoMeHAauMuM O pasMelleHMn Ha WMHAOPMAaLMOHHBLIX CTeHAax, oduumanbHbIX
WHTEPHET-CaTax W JApyrMx WHGOPMAUMOHHBIX pecypcax o06Leobpa3oBaTeNibHbIX OpraHMsauuim U OpraHos,
OCYLLECTBISAOLWMX ynpaBneHme B cdepe obpasoBaHus, nHdopmaumm o 6esonacHoM noBegeHnM U NCMONb30BaHNN CETU
"UnTepHeT" (Banee - MeToamMdeckne pekoMmeHgaumm).

MeToouueckne pekoMeHOAUMW HampaBneHbl Ha KavyeCTBEHHOE MOBbIWEHWE YPOBHA WMH(OPMAaLVNOHHON
aeatenbHocTn  obLeobpasoBaTenbHbIX OpraHMsauMin U OpraHoB, OCYLLECTBNAKWMX ynpaeneHne B cdepe
obpa3oBaHns, B 4acTU MHMOPMUPOBAHNA YYalLMXCH, WX POAMTEnen (3aKOHHbIX npeAcTaBuTenen) U negarorMy4eckux
paboTHMKOB 06 OCHOBHbIX acrnekTax MHopMaLnoHHOW Be3onacHoOCTy.

MeToauueckue pekomeHAaLum No3BonAaT obLeobpasoBaTefibHbIM OpraHn3aumsam 1 opraHam, OCyLLEeCTBASIOLLMM
ynpaeneHne B cdpepe 06pa3oBaHus, aKkTyanusnpoBaTb YXe WCMofib3yemble U pasMelleHHble MHEOPMaLUMOHHbIE
martepuarnel, Tak 1 NOArOTOBUTL UX B Cllyvae UX OTCYTCTBUS C YYETOM NyYLUMX NPaKTUK N pEKOMEeHAaL NN

B pamkax meTognyeckux pekoMeHaaumm paccmaTpuBaloTcsa cneayowme MHCTPYMEHTbI:

1. NHPOPMALMOHHBIE CTEHAbI;

2. ohuumanbHble MHTEPHET-PEeCypChl;

3. cpeacTBa MaccoBow MHGOPMaLIMK (LLKOMbHbIE ra3eThbl, Negarornyeckue nsgaHus n apyrue).

UHdopmaLumnoHHbIe cTeHAbI

Ha nHdopmaumoHHbIX cTeHaax B 0b6LeobpasoBaTeribHbIX OpraHn3aumsix, PacnosioKeHHbIX B QONe yUpeXaeHUn n
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B KabuHeTax, OCHaLLEHHbIX nepcoHasrbHbIMA yCTpOVICTBaMM ana BbiXoda B CeTb "MHTepHeT", pekomeHayeTcA
pPa3MeCcTuUTb MH(bOpMaLI,I/IOHHbIe NnamMATKK, cogepxXallne OCHOBHbIE COBETbl MO obecneyveHunto I/IH(bOpMaLlVIOHHOVI
©e3onacHocTH y4YaLllnxc4.

B npunoxeHun N 1 Kk meToamyecknm pekomMeHgauusam npeactaBneH obpasel namMaTkM Ans pasmelleHus Ha
MHAOPMAaLMOHHBIX CTEHAAX.

CpeacTBa MaccoBOW MH(opmauumn

B cpeacTtBax MaccoBoi MHGOPMaLIMKN, OPUEHTUMPOBAHHBIX Ha 06YYaloLLNXCS, pEKOMEHAYETCA B TeueHne y4eGHoro
roga perynsipHo ny6nukoeaTtb MHoOpMaLMOHHbIe MaTepuarbl, NOCBALLEHHbIE OTAENbHbIM acrnekTaM UHopMaLIMOHHOA
GesonacHoOCTU, a Takke pasnuyHbie NaMaTKy obLLero xapakrepa.

B cpenctBax maccoBour UHpOpMaLIMK, OPUEHTUPOBAHHbBIX HA NeAarorm4yeckyo obLLeCTBEHHOCTb, PEKOMeHayeTCs
B TEYEHWe KaneHZapHoro roga perynspHo nybnukoBaTb WMHGOPMAaLMOHHbIE MaTepuanbl, MOCBSILLEHHbIE OTAENbHLIM
acnekTam MHOpMaLNOHHOM B6e30MacHOCTU Kak HECOBEPLUEHHONETHUX, Tak 1 06Leobpa3oBaTenbHbIX OpraHM3aumn, a
TakKe pasnuMyHble NamMaTki, 0630pbl HOPMAaTMBHO-MPABOBOIO PErynMpoBaHUS AaHHOW cdhepbl M uHGOpPMaUMio o
aKTyarnbHbIX MEPONPUATUSIX U COBBITUAX B JaHHON cdepe.

B xone npoeeneHus EguHoro ypoka no 6e3onacHoctv B ceTn "MIHTEpHET" pekoMeHayeTca 06ecneynTb BbiMyck
TeMaTU4YeCcKoro BbiNycka CpeacTBa MaccoBOWM MHGOpMauun nvbo cepum nybnvkauuin, Cpeau KOTOpbIX pacCMOTpeTb
OpraHn3oBaHHbIE MEpPONpPUATUSE ONA 00yYalLMXCH, UX poauTenen (3akOHHbIX MpeacTaBuTenen) M negarorm4yeckomn
obLLecTBEHHOCTH.

OdmumanbHble UHTepHeT-pecypcebl
OOweobpa3oBaTenbHbIM  OpraHM3aLMaM  PeKOMEeHAyeTCsl Ha CBOMX oduumanbHbiX  VIHTEepHeT-pecypcax

obecneuntb YHKLMOHMPOBAHWE CaMOCTOSTENbHOrO W cneuuanuavpoBaHHoro pasgena "MHdopmaumoHHas
Be3onacHoCTb", B paMkax KOTOPOro npeaycMoTpeTb pasmeLleHme crneaytoLlen HpopMaumm:

N Paspgen/nogpasgen | ®opmaTt npegcrasneHus CopeprxaHve maTtepuanos
mMaTepuanos
1. JlokanbHble Konuu oKkymeHTOB B PaameLLatoTca KonmmM 4OKYMEHTOB, T.€.

HOopMaTuBHbIE akTbl B | hopmaTe *PDF CKaHMPOBaHHbIN BapnaHT AOKYMEHTA,
chepe obecnedyeHns COOTBETCTBYIOLWNIA TPpeBOBAHMAM K
NHAOPMAaLMOHHOM napamMmeTpam CKaHWPOBaHWUsI.
6e3onacHocTu Pa3smeLyaoTcs 4OKYMEHTD,
obyyaroLmxcs pernaMeHTUpyloLLmMe oOpraHn3aumio 1

paboTy C nepcoHanbHbIMU OAaHHbLIMWA,
nnaHbl MEPONPUSTUN NO obecneveHnro
nHdopmaLmoHHon 6esonacHoOCTU
obyyvaromxcs u gpyrve.

2. HopmaTtueHoe Konuu oKymeHTOB B My6nukytoTCsa akTyanbHble CBeAeHUS O
perynupoBaHue dopmarte *PDF degepanbHbIX U PErMOHanbHbIX 3aKOHAX,
nMcbmMax opraHoB BfacTu n gpyrue
HOpPMaTUBHO-NPaBOBbLIE JOKYMEHTHI,
pernameHTupyoLme obecneyeHve
NHopMaLMOHHOM ©6e30nacHOCTH
HecoBepLueHHoneTHux. onyckaetcs
BMECTO KOMNWI pasMeLLaTtb rmnepcebiiikv
Ha COOTBETCTBYIOLLUME OOKYMEHTbI Ha
caunTax opraHoB rocyapCTBEHHOW BNacTu.

3. MNeparornyeckum TekcT Ha cTpaHuue Pasmewatotca metognyeckme
paboTHMKam canta pekoMeHAaLmMn 1 ykasblBaeTcst
Konvn nokymeHTOB B NHbopMaLMa O MepPONpUATUSIX, MPOEKTax
¢opmaTte *PDF 1 nporpamMmmMax, HanpasfeHHbIX Ha
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noBblILLEeHNe NHGHOPMaLNOHHOM
rPaMOTHOCTM NeJarormyecknx paboTHUKOB.

4. Ob6yuvatowmmes TeKkCcT Ha cTpaHuue Pa3meluaeTcs MHpopMaUMOHHasa namsiTka
canta (npunoxenue N 2) n ykasbiBaetcs
NMHopMaLIMa O MepPONpPUATUSIX, MPOEKTax
1 NporpamMmmax, HanpaeIieHHbIX Ha
NoBbILLEHNE MHGOPMALIMOHHOM
rPamMoTHOCTM 0ByyYaloLLMXCS.

5. Poautensm (3akoHHbIM | TEKCT Ha cTpaHuue Pa3mellaeTcs uHpopMaLMOHHasa namsaTka
npeacTaBuTENsiM) cauta (npunoxeHue N 3).
obyyvaroLmxcs

6. Hetckue BesonacHble | TekcT Ha cTpaHuue PasmeluaeTcsa nidopmaums o
canThbl canta pPeKoMEHAYEMbIX K UCMOMNb30BaHUIO B

y4yeGHOM npoliecce 6e3onacHbIX caiTax,
6aHHepbl 6e30nacHbIX AETCKUX CalToB.

OpraHaM, OCyLLeCTBASIOWMUM ynpaeneHne B cdepe ob6pasoBaHUsl, peKOMEHAYeTCs Ha CBOWMX odumumanbHbIX
NHTepHeT-pecypcax obecneunTb (PYHKLMOHMPOBaAHWE CaMOCTOSITENBHOTO UM CMeuuanusaMpoBaHHOIO  pasgena
"MiHdopmaLmoHHast 6e30nacHOCTL", B paMKax KOTOPOro NpeaycMoTpeTb pa3meLLeHme crneaytoLLern nHpopmaumm:

Mpunoxenue N 1

NAMATKA . _
AnAa oby4AKOWMXca o UH®OPMALIMOHHOW BE3OMNMACHOCTU AETEU

HENb3A

1. Bcem nogpsg coobuartb CBOK YacTHY0 MHopmaumio (HacToswme ums, oamunmio, TenedoH, agpec, HoMep
LUKOMbI, @ Takke doTorpadmm CBOU, CBOEN CEMBbU U OPY3EN);

2. OTKpbIBaTb BrOXEHHbIE (halrbl ANEKTPOHHOM NOYThl, KOrga He 3Haellb OTrNpaBUTeNs;
3. ['pybuTb, NpuampaTbes, oka3blBaTb AaBMEHNE - BECTU cebS HEBEXIMBO 1 arpeCCUBHO;
4. He pacnopspkancst geHbramm TBoer cembm 6e3 paspelleHns CTapLumx - Bcerga cnpaiuvear pogurtenen;

5. He BcTpevainica ¢ WNHTepHET-3HAaKOMbIMWU B peanbHOW >XU3HW - MOCOBETYMCA CO B3POCMbIM, KOTOPOMY
[oBepsiellb.

OCTOPOXHO

1. He Bce nuuwyT npaegy. Yutaewsb o cebe Henpaay B IHTepHeTe - coobLym 06 3TOM CBOMM poauTensam unm
onekyHawm;

2. MpuvrnawatoT nepenucbiBaTbes, UrpaTb, 0OGMeHMBaTLCS - IPOBEPL, HET N NOABOXA;
3. HezakoHHOe konumpoBaHue ainos B IHTepHeTe - BOPOBCTRO;
4. Bcerpa pacckasbliBai B3pocsbiM 0 npobriemax B CeTU - OHM BCerga noMoryT;

5. Ncnonb3yn HacTpowku 6e30nacHOCT U NPUBATHOCTW, YTOObI HE MOTEPATE CBOM aKKkayHTbl B COLICETAX U APYIrnX
nopTtanax.
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MOXHO
1. YBaxawn gpyrnx non3oBarenen;
2. Nonbayelwbcs MHTEPHET-UCTOYHNKOM - Aenan CCbINIKYy Ha Hero;
3. OTKkpbIBal TOMbKO T€ CChINKN, B KOTOPLIX YBEPEH;
4. O6LaTtbcs 3a NOMOLLbK B3POCIbIM - pOAUTENN, OMEKYHbI U aAMUHUCTPaLMsS CanToB Bcerga noMoryT;

5. MNpowiam oby4veHne Ha carTte "CeTeBMYOK" 1 NOMAYy4Yn NacnopT LnpoBoro rpaxgaHuHa!

Mpunoxenue N 2

NHOOPMALIMOHHAA NAMATKA
OnA OBYYAKOLWKUXCA ANA PASMELLEHUA
HA O®PULINATIbHBIX UHTEPHET-PECYPCAX

C KkaxgblM rogom Monogexu B MHTEpHEeTe CTaHOBUTbLCA Oonblue, a LWKONbHUKMA OOHM U3 CaMblX aKTUBHbIX
nonb3oBaTtenemn PyHETa. Me>|<,u,y TeéM, NOMUMO OrpOMHOI0 Konn4yecTtea BO3MOXHOCTEWN, WHTEPHET HeceT U I'IpO6J'I€MbI.
OTa namsiTka AormkHa noMo4db Tebe 6e3onacHo HaXoaUTLCH B CETW.

KOMHblOTeprIe BUPYCbI

KoMnbloTepHbIi BUPYC - 3TO pa3HOBMOHOCTb KOMMbIOTEPHbLIX MPOrpamMm, OTIIMYUTENBHON 0COBEHHOCTBLIO KOTOPOM
ABNSETCA CMNOCOOHOCTb K pasMHOXEHW0. B gononHeHWe K 3TOMy, BUMPYCbl MOFYT MOBPEAMTb MMM MOSHOCTLHO
YHUYTOXMWTb BCe (haiinbl U AaHHbIE, MOAKOHTPONbHbIE NONb30BaTENto, OT MMEHWN KOTOPOro Obina 3anyLleHa 3apakeHHas!
nporpamma, a Takke MOBpeaWUTb MMM AaXe YHUUTOXWTL OMepaulMOoHHY CUCTEMY CO Bcemu chainamu B Lenom. B
GONbLUMHCTBE CryYaeB pacnpoCTPaHSATCS BUPYCbl YEPE3 MHTEPHET.

MeTogb! 3awmnTbl OT BPEAOOHOCHDbIX NMporpamMm:

1. Vicnonb3yi coBpeMeHHble onepaLmoHHbIE CUCTEMbI, UMEIOLLME CEPLE3HLIV YPOBEHDb 3aLLMTbl OT BPEAOHOCHbIX
nporpamm;

2. lNocTosAHHO yCcTaHaBnNuBam navytn (LMGpPoOBLIE 3annaTku, KOTOpble aBTOMAaTMYECKM YCTaHABMBAKOTCS C LIENbHo
AopaboTku nporpammbl) U gpyrme obHOBNEHUS CBOEN onepaumoHHON cuctembl. CkavmBan nx TOMbKO ¢ 0PULManNsLHOMo
cavita paspabotunka OC. Ecnu cywecTByeT pexxmm aBToMaTuyeckoro oGHOBMNEHMS, BKITHOYUX €ro;

3. PaboTali Ha cBoeM KOMMblOTEpPE MOA MpaBaMu Monb3oBaTens, a He agMuHUCTpaTopa. dTO He MO3BONUT
GONbLUMHCTBY BPEAOHOCHbIX MPOrpaMM MHCTaNIMPOBaTbCsl HA TBOEM NEePCOHaNbHOM KOMIMbIOTEPE;

4. Vicnonb3y aHTMBMPYCHblE MNPOrpamMMHble MNPOAYKTbl W3BECTHLIX MNPOU3BOAUTENEN, C aBTOMaTUYECKUM
obHoBneHnem 6as;

5. OrpaHnyb dmanyecknii 4OCTYN K KOMMNbIOTEPY ANS MOCTOPOHHNUX NL;

6. Vicnonb3yi BHELLHWE HOocUTEeNy MHopMaumn, Takne kak doreLuka, AucK unu pann u3 MHTepHeTa, TOSNbKO U3
NPOBEPEHHbIX UCTOYHUKOB;

7. He oTkpblBan KOMNbIOTEPHBIE dhansbl, NONYyYEHHbIE N3 HEHaAEXHbIX NCTOYHNKOB. [Jaxe Te hannbl, KOTOpble
npucnan TBoW 3HakoMbIN. Jlyylle yTOYHM Y Hero, oTnpaBnsin Ny oH Tebe nx.

Cetn WI-FI

Wi-Fi - 3TO He BuA nepegayv OaHHbIX, HE TEXHosorus, a Bcero nuwbe 6peHp, mapka. Ewe B 1991 roay
HMaepnaHackass komnaHust 3apernctpuposana 6peng "WECA", yto obo3Havano crnosocodeTaHune "Wireless Fidelity”,
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KOTOPbI NepeBoanTCS Kak "GecnpoBoaHast TOMHOCTL".

[o Hawero BpemeHu gowrna gpyras abbpeBuaTypa, KOTOpas SBMSETCS TakoOW >Xe TexHonornen. 3To
abbpeswuatypa "Wi-Fi". Takoe Ha3BaHune ObINO 4aHO C HAMEKOM Ha CTaHAapT BbiCLLEN 3BYKOBOW TexHMKN Hi-Fi, yto B
nepesofe o3HavaeT "BbiCOKas TOYHOCTL".

[a, 6ecnnaTtHbIi UHTEPHET-AOCTYN B kade, OTENAX 1 asponopTax SABNSETCH OTIIMYHOW BO3MOXHOCTBIO BbIXOAa B
MHTEpHeT. Ho MHorne akcnepThbl cuntaroT, YTo obuenocTtynHole Wi-Fi ceTn He sBnsaoTcs 6e3onacHbIMu.

CoseTbl no 6e3onacHocT paboThl B 06LweaoCcTynHbIX ceTsax Wi-fi:

1. He nepegasan cBot NnnM4uHy0 nHdopmauuio vyepes obwenoctynHblie Wi-Fi ceTn. PaboTas B Hux, xenatenbHo
He BBOAUTb Naposin AocTtyna, NornHbl N Kakme-to Homepa,

2. Vcnonb3yih 1 OGHOBMSA aHTMBUPYCHbIE Mporpammbl M GpaHaMayep. Tem cambiM Tbl obesonacuwb cebs ot
3aKayku BUpyca Ha TBOE YCTPOWCTBO;

3. MNpwn ucnonb3zosanun Wi-Fi otknoun dyHkuuo "O6wmin goctyn k davinam u npuHtepam". [daHHas dyHKuus
3aKpbiTa N0 YMON4YaHWio, 04HaKO HEKOTOpbIe NoNb30oBaTeNny akTUBMPYHOT ee Ans yaobcTBa Mcnonb3oBaHus B paboTe
nnm yyebe;

4. He ncnonb3yn nyénuyHbin WI-FI ans nepegayv nuyHbiX AaHHbIX, HANPUMEpP AN BbIXo4a B coumarnbHble CeTu
W B 9NEKTPOHHYIO NOYTY;

5. cnonb3ayii Tonbko 3alumeHHoe coegmHerne Yyepes HTTPS, a He HTTP, 1.e. npu Habope Beb-agpeca BBoan
UMeHHo "https://";

6. B mobunbHom TenedpoHe oTkntoun dyHkumio "lMogknioveHne k Wi-Fi aBTomatuuecku”. He ponyckanm
aBTOMATMYECKOro NoAKmo4eHust yctponctaa k cetam Wi-Fi 6e3 TBoero cornacus.

CouuanbHble ceTn

CoumanbHble CETU aKTMBHO BXOAAT B HALy XM3Hb, MHOTMe nogn paboTarT M XKMBYT TaM MOCTOSIHHO, a B
Facebook yxxe sapernctpmpoBaH Munnuapg YesnioBek, YTo ABNSAETCS O4HOM CeabMOW BCEX XuTenen nnaHeTbl. MHorve
Nnonb3oBaTenM He MOHUMAKT, YTOo MHGOPMaUus, pasMeLleHHass UMM B CouMaribHbIX CeTAX, MOXeT OblTb HangeHa wu
ncnonb3oBaHa kem yrogHo, B TOM Yucrie He 06s13aTenbHO ¢ 6naruMm HamepeHnsMu.

OcHoBHble cOBETLI MO 6€30NacCHOCTM B COLMAlbHbIX CETAX:

1. OrpaHuyb cnucok apysen. Y 1ebs B opy3bsax He AOMKHO ObiTb CRyYanHbIX U HE3HAKOMbIX THOAEN;

2. 3awmiLan cBO YacTHYH0 Xu3Hb. He ykasbiBar naponu, TenedoHsl, agpeca, AaTy TBOEro poXAEHWSA U OPYTyIo
NINYHY0 MHOPMaLUMIO. 3MOYMBILLNIEHHUKM MOTMYT WCMOMb30BaTh Aaxe WHAOPMauuio O TOM, Kak Tbl M TBOW poOOUTENM

nraHupyeTe NPOBECTW KaHUKYIIbI;

3. Bawwmwan ceol penyTauuio - OEPXKM ee B 4YACTOTe M 3apaBan cebe Bonpoc: xoten 6bl Tbl, YTOOLI Apyrue
nonb3oBaTeny BUAENM, YTO Thl 3arpyxaelub? MNMoaymain, npexae Yem 4Tto-To ony6nmkoBaTb, HaNMcaTb M 3arpysuThb;

4. Ecnu Tbl TOBOPULLL C JHOAbMW, KOTOPbIX HE 3HAaELlb, HE WUCMONb3y/ CBOE pearibHoe MMA U OPYTY NUYHYH
WHhopMaLMK: UMS1, MECTO XUTENbCTBA, MECTO y4ebbl 1 npoyee;

5. Nsberan pasmewieHusa doTorpadun B VIHTEpHeTe, roe Tbl M300paKeH Ha MECTHOCTU, MO KOTOPOW MOXXHO
onpegenuTb TBOE MECTOMONOXEHNE;

6. I'Ipw perncrtpauum B coumanbHoM ceTu HeobxoouMMO WUCMONb30oBaTb CHOXHblE naponun, cocrtodwne mn3 6yKB n
Ll,l/l(*)p M C KOIMYECTBOM 3HAKOB HE MeHee 8;

7. [Ina coumanbHOM CeTU, NOYTbI U APYIMX CanToB HEOOXOOUMO UCNONb30BaTh pasHble Naponu. Toraa ecnu Tebs
B3MOMatoT, TO 3NOYMbILLUSIEHHMKN MOMyYaT JOCTYN TONbKO K O4HOMY MECTY, a He BO BCe cpasy.

3neKTpOHHbIe AeHbrn
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3ﬂel('|'p0HHbIe OEHbIN - 3TO O4EHb yﬂ,O6HbIl7I cnocob nnartexen, ogHako CyLeCTBYHOT MOLWEHHUKN, KOTOPbIE XOTAT
nonyynTb 3TN OEHbIn.

aﬂeKTpOHHble OEHbIM NoABUITNCb COBCEM HeAaBHO N MMEHHO U3-3a 3TOrN0 BO MHOIMX rocygapcrtesax 4o CUX Nnop He
nponmncaHo npo HMX B 3aKOHaX.

B Poccum e oHM hyHKLUMOHUPYIOT N O HUX YXKe MPONMCaHO B 3aKOHE, rAe UX pasfensitoT Ha HECKOSTbKO BUAOB -
@HOHWMHbIE 1 HE aHOHUMHbIE. PasHuua B TOM, YTO aHOHUMHBbIE - 3TO Te, B KOTOPbIX paspeLlaeTca NpoBOANTb onepauum
0e3 ngeHTnmrKaunm nonb3oBaTens, a B HEaHOHUMHbIX MAEHTUUKALMSA NONb3oBaTens ABnseTcs 0b6a3aTensLHON.

Takke crniegyeT pasnuyaTtb 3NEKTPOHHbIE huaTHbIe AeHbM (paBHbI FOCYAapCTBEHHbIM BastoTam) U SNEKTPOHHbIe
HedpunaTHble AeHbrM (He paBHbl FOCY4apCTBEHHbIM BartoTam).

OcHoBHble COBeTLI N0 Ge3onacHo paboTe C 3NEKTPOHHBLIMU AEHbramu:

1. MpuBsxn K cHeTy MOOMNbHbIA TenedgoH. OTo cambii YAOOHbLIM M BbICTPLIN CNOCO6 BOCCTAHOBUTL AOCTYN K
cuety. [NpuBs3aHHbIA TenedoH MOMOXET, ecnu 3abyaelb CBOW NNaTeXHbIM Mapofb WM 3angelb Ha cant C
HE3HaKoMOro yCTPOWNCTBA;

2. Vcnonb3yih opgHopasoBble naponu. lMocrne nepexoda Ha YCUIEHHYlO aBTopu3auuio Tebe yxke He OygeT
yrpoXKaTb OMaCHOCTb KPaXW UKW NepexeaTa NiaTeXXHoro napors;

3. Buibepu cnoxHbl naponb. MpecTtynHukam OyaeT He NPOCTO yragaTtb CIOXHLIA Naponb. HagexHble naponu -
3TO Maponn, KoTopble codepxaT He MeHee 8 3HaKoB WM BKMOYAKT B cebsi CTPOYHbIE M NponucHble OykBbl, LUMPLI U
HEeCKONMbKO CUMBOIIOB, TakMe Kak 3HaK Jonnapa, dyHTa, BocKnuuaTenbHbIi 3Hak 1 T.n. Hanpumep, $tRONng!;;

4. He BBOOW CBOW NNYHbIE AaHHbIE HA CanTax, KOTOPbIM HE JOBEpsieLLb.
3neK'rpouHaﬂ no4yrta

OneKTPOHHas NoYTa - 3TO TEXHOMOIMSA 1 NPegoCTaBNAEMbIe el YCyru MO NEPECHINIKE U NOMYYEHUIO 3MEKTPOHHbIX
COoOOLLEeHN, KOTopble pacnpeaensitoTcs B KOMMbOTEpPHOM ceTu. OObIYHO 3MEKTPOHHbIA MOYTOBLIN AWMWK BbIFMSANT
cnegywowmMm obpasom: MMSA_Monb3oBaTensd@uMs_aomeHa. Takke KpoMe nepejadyM MpocToro TekcTa, KUMeeTcs
BO3MOXHOCTb NnepeaaBatb ansbl.

OcHoBHble coBeTbl M0 6e3onacHon paboTe ¢ ANEKTPOHHOW NOYTOMN:

1. Hago BbIGpaTth NpaBumnbHbIA NOYTOBLIN CepBUC. B MHTepHETE eCTb OrpOMHBIN BIGOp GecnnaTHbIX NOYTOBbLIX
CEpBUCOB, OOHAKO fy4lle JOBEpsiTb TEM, KOro 3HaeLlb 1 KTO NEPBbI B PENTUHTE;

2. He ykasbiBai B IM4HOWM NOYTE NUYHYO MHopmaumio. Hanprumep, nyywe BeibpaTth "My3bikanbHbIi_daHaT@"
unu "pok2013" BmecTo "temal3";

3. Ncnonb3yn aByxaTanHyto aBTopu3auuto. OTO Korga NMOMMMO Naponisi HYXXHO BBOAWUTL KOA, MPUCbINAeMbIA No
SMS;

4. Bbibepu CrioxHbii naponb. [Onsi Kaxgoro No4vToBOro silMka AOSMKeH ObiTb CBOWM HaOeXHbI, YCTOMYMBLIN K
B371OMy Naporib;

5. Ecnu ecTb BO3MOXHOCTb HanucaTb camMmomy CBOW NUYHbIN BOMpPOC, I/ICI'IOﬂb3yI7I 3Ty BO3MOXXHOCTb;

6. Ncnonb3ynm HeCKOSNbKO MOYMTOBbLIX SAWMKOB. [lepBbl A1 YaCTHOW Nepennucku ¢ agpecatamu, KOTOPbIM Thbl
[oBepsielb. ITO ANEKTPOHHLIN agpec He Ha40 UCNONb30BaTh NPY permcTpauum Ha opymMmax n canTax;

7. He oTkpbiBan channsl 1 Apyrue BNOXEHUs B NMUCbMax, Aaxe eCnun OHW NPULLINIK OT TBOMX Apy3en. Jlydwie yTouHn
Y HUX, OTMpaBnsnu N1 oHn Tebe aTn channel;

8. MNocne okoH4YaHMsa paboTbl HA NOYTOBOM CepBUCE Nepes 3akpbiTUEM BKNAAKU C CauTOM He 3abyab HaxaTb Ha
n "~ n
Bbintn".
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KMGepGynnMHr unu BupTyanbHoe usgeBatenbCTBO

KubepbynnuHr - npecnegoBaHvMe COOOLUEHVMSIMW, COAEpPXalumMu OcKopOneHus, arpeccuto, 3anyrmpaHue;
XYJUraHCTBO; coumnarnbHoe BOMKOTUPOBAHMNE C NMOMOLLBIO Pa3fNYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl M0 6opbbe ¢ KMBepOYNMNHIOM:

1. He Opocaiica B 6own. Jlydwnii cnocob: nocoBeToBaTbCA kak cebsA BECTM W, €CrvM HET TOro, K KOMY MOXHO
obpaTnUTbCA, TO BHaYarne ycnokoutbcsi. Ecrnm Tbl HaYHeLb oTBeYaTb OCKOPGNEHUSIMU Ha OCKOPGNEHUS, TO TOMbKO eLle
BonbLue pasoxeKeLlb KOHMIMKT;

2. Ynpasnsn cBoew knbeppenyTtauuen;

3. AHOHMMHOCTb B CETU MHMMa4. CyLlJ,ECTByIOT €cnocoObl BbISICHUTb, KTO CTOUT 32 @aHOHUMHbIM AKKayHTOM;

4. He ctouT BeCTM XynuraHckuii obpas BMPTyanbHOW XU3HU. WHTEpHeT dukcupyeT BCe TBOW OEWCTBUS U
coxpaHsieT ux. Yaanutb nx 6yaet kpaviHe 3aTpygHUTENbHO;

5. Cobntogar cBOKO BUPTYasibHYH YECTb CMOSoay;

6. VIrHopwpyii eanMHnYHBI HeraTye. OHoOpa3oBble 0CKOPGUTENbHBIE COOBLLEHMS NyYlle UrHopupoBaTb. OBbIYHO
arpeccusi npekpallaeTcsi Ha HayanbHOW cTaguu;

7. Ban arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMU COOBLLEHNAMMU, B COLMANbHBIX CETAX €CTb BO3MOXHOCTb
ONOKMPOBKN OTNpaBKU COOBLLIEHMI C OnNpeaeneHHbIX aapecos;

8. Ecnu Tbl cBuaeTens knbepbynnuHra. Teou OeicTBMSA: BbICTYNUTbL NPOTUB NpecrneaoBaTtens, nokasaTtb emy, YTo
ero [OencTBUS OLIeHMBAlOTCH HeraTtuBHO, MoAAEpXKaTb XEepTBY, KOTOPOMW HYXHa MCuUXoriormyeckass nomMollb, COOGLUMTb
B3pOCIbIM 0 hakTe arpeccuBHOro NoBeaeHns B CeTu.

Mo6unbHbI TenedoH

CoBpeMeHHble cMapTdOHbI 1 NnaHLWweTbl cogepxaT B cebe BnomnHe B3pocnbin pyHKUMOHAN, 1 Tenepb OHWU MOTYT
KOHKYp1poBaTb CO CTauMOHApPHbIMY KoMMbloTepamu. OgHako, CPeAcTB 3aLnThl Ans NOAOGHbIX YCTPOMCTB NOKa OYEHb
mMano. TecTpoBaHWE U MOUCK YSI3BUMOCTEN B HUX MNPOUCXOAUT HE Tak MHTEHCUBHO, Kak Ans MK, To e camoe kacaetcs
N MOBUMBHBIX MPUMOXEHWUI.

CoBpeMeHHble MobunbHble Opay3epbl yKe MpakTUY4ecKM OOorHanu HacTofbHble aHanorM, ogHako paclumpeHune
yHKLMOHana Bne4veT 3a cobon B0MbLUY0 COXKHOCTb Y MEHbLUYIO 3aLUULLEHHOCTb.

[aneko He Bce Mpou3BOAMTENW BbINYCKAOT OOHOBMEHUS, 3aKpblBAKOLUME KPUTUYECKME YSI3BMMOCTM AONsl CBOMX
YCTPOWUCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCT MOBUITbHOIro Teﬂe(bOHaZ

Huuero He siBnsieTcs no-Hactosiwemy 6ecnnatHeiM. Byab ocTopoxeH, Beab koraa Tebe npeanaratoT 6ecnnaTHblii
KOHTEHT, B HEM MOTYT BbITb CKPbIThbI KaKMe-To NnaTHble YCryru;

Oymaii, npexxae vyem otnpasute SMS, poTo unu Buaeo. Tbl TOYHO 3HaELLb, rae OHW ByayT B KOHEYHOM UTOre?
Heobxoanmo 06HOBNATL OnepaLmoHHY0 CUMCTEMY TBOEro CMapTdoHa;
Wcnonb3ayii aHTMBUPYCHbIE NporpaMmel Anst MOBWbHbLIX TeNnedgoHOB;

He 3arpyxain npunoxeHnst oT HEM3BECTHOIO NCTOYHMKA, BeAb OHN MOTYT coAepXaTb BPeAOHOCHOE NporpaMMHoe
obecneveHue;

lMocne Toro Kak Tbl BbIAELLb C CalTa, rae BBOAWS JIMYHYHO MHCpOPMaLMIO, 3ainan B HACTPOWKM Opaysepa u yganu
cookies;
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lMepuoanyecky NpoBepsan, Kakne nraTHble YCryr akTMBMPOBaHbI HA TBOEM HOMEPE;
[aBsavi cBo Homep MOBUNbHOro TenedoHa TOMbKO NIAAM, KOTOPbLIX Thbl 3HAELUb U KOMY AOBEpseLLb;
Bluetooth gomnxeH 6bITb BbIKMOYEH, KOraa Thl UM He Monb3yelbcs. He 3abbiBai nHorga NpoBepsTh 3TO.

Online urpbl

CoBpeMEHHbIE OHMaMH-UIpbl - 3TO KPaco4Hble, 3axBaTbiBalOWMe pasBrieyeHusl, OGbeANHSIIOWNE COTHU ThiCAY
yernoBek Mo Bcemy Mupy. Urpoku nccredyoT AaHHbIA MM MUp, obLialTcs ApYyr C APYroM, BbIMOMHSOT 3agaHus,
CpaXaloTCsl C MOHCTPaMu ¥ Nosly4YatoT onbIT. 3a yAOBONLCTBME OHWU NAATAT: NOKYNatoT ANUCK, ONfayvBaoT aGoHEMEHT
UM NprMoBpeTaloT Kakme-To OMLMN.

Bce a1 cpeacTtBa vayT Ha noaaepkaHue 1 pasBUTUE UMPhbl, a Takke Ha caMy 6e30MacHOCTb: COBEPLUEHCTBYHOTCS
CUCTEeMbl aBTOPU3aLIMK, BbIMYCKaOTCS HOBble MaTym (LMdpoBble 3annaTkv st Iporpamm), 3aKpbiBarTCs YA3BUMOCTU
cepBepoB.

B nogobHbIx nrpax CtToumTt onacatbCA HE CTOJIbKO CBOMX COMEPHUKOB, CKOJIbKO KpaXXn TBOEro naposd, Ha KOTopom
OCHOBaHa cuctema asTopusauunm OonbLUMHCTBA urp.

OcHoBHbIe coBeTbI MO 6e30NacHOCTM TBOEr0 UFPOBOIO akkayHTa:
1. Ecnu gpyroii urpok BegeT cebs Nnoxo unm cosgaet 1ebe HenpusaTHOCTH, 3abOKMPYIA ero B CNCKe NrPoKOB;

2. I'I0>Kany|7|c;| aAMUHUCTPATOopaM Urpbl Ha NoxXoe noBeaeHmne 3Toro Urpoka, XxenaTtesibHO NPUINIOXUTb Kakme-1o
AOKa3aTesibCTBa B BUAE CKPUHOB;

3. He ykasbiBan nu4Hyto MHGopMaumio B npodpanne urpbl;

4. YBaxaw Apyrmx y4aCTHUKOB Mo Urpe;

5. He ycTaHaBnuBam HeomumanbHble natyin 1 Mogbl;

6. Vicnonb3yi cnoxHble U pasHble Naponu;

7. Naxke BO BpeMS Urpbl HE CTOUT OTKMOYaTb aHTUBMPYC. [1oka Tbl UrpaeLlb, TBOM KOMMbLIOTEP MOTYT 3apasnThb.

PULWIKNHT unun Kpaxa NMUYHbIX OaHHbIX

OO6bIuHOW Kpaken AeHer U JOKYMEHTOB CEerofHs y>Ke HMKOro He YAMBWLb, HO C Pa3BUTUEM UHTEPHET-TEXHOMNOMMN
3M0YMbILLIIEHHUKN NEPEMECTUMNNCH B UHTEPHET, N MPOSOIMKAIOT 3aHMMaTbCs "NnobumbiM” genom.

Tak nosiBunacb HoBas yrposa: MHTEPHET-MOLUEHHWYECTBA WM (PULLMHF, NaBHasi Uefb KOTOPOro COCTOUT B
Nosly4eHMn KoHUAeHUManbHbIX AaHHbIX NoSfib3oBaTenen - forMHOB M naponien. Ha aHrnuickom 4asbike phishing
yntaetcs Kak mwmHr (ot fishing - peibHasa noens, password - naporb).

OcHoBHble COBETLI N0 6opbbe C PULLIMHIOM:

1. Cnegu 3a cBoMM akkayHTOM. Ecnm Tbl mogospeBaellb, YTO TBOsSI aHKeTa Obina B3roMaHa, TO HeobxoguMmo
3abnoknpoBaTth ee 1 CoobLLMTb agMUHUCTPaToOpam pecypca 00 3TOM Kak MOXHO CKopee;

2. V|CI'IOJ'Ib3yIZ ©e3onacHble Beb-caiThbl, B TOM 4YuUCHe, WHTEPHET-Mara3nHoB N MONCKOBbIX CUCTEM;

3. Ncnonb3yn cnoxHble 1 pasHble naponu. Takum obpasom, ecnv Tebst B3NOMaloT, TO 3MOYMbILLFIEHHUKN nony4aT
OOCTYN TONBbKO K OAHOMY TBOEMY NPOdUII0 B CETU, @ HE KO BCEM;

4. Ecnn 1ebs Banomanu, To Heob6xoaMmo npegynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble AoGaBneHbl y Tebs B
Apy3bsax, O ToMm, 4yTo Tebs B3noManu U, BO3MOXHO, OT TBOErO0 MUMEHW ByaeT pacchinarbCs Cham M CCbIfkM Ha
PULLNHIOBbIE CalThl;
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5. YctaHoBu HagexHbin naponb (PIN) Ha MOGunbHbIM TenedoH;
6. OTknNIoYM coxpaHeHue napons B 6paysepe;

7. He oTKpbIBan hannbl U gpyrne BAOXeHUs B NCbMaXx, Aaxe ecrnn OHW NpULLInN OT TBOUX Apy3en. Jlyylue yTouHu
Y HUX, OTMPaBNSANM N1 oHn Tebe aTn dannbl.

LUndposasn penyTtauus

LincdpoBas penytaumsi - 3TO HeraTuBHas WnNun Mo3nTMBHasA MHGoOpmauusa B ceTn o Tebe. KomnpomeTtmpytoLlas
nHdopMaums, pasmelleHHas B MHTepHeTe, MOXeT cepbe3HbiM 0Opa3oM OTpa3nTbCA Ha TBOEW pearibHOM XWU3HW.
"LinchpoBas penyTtaums" - 3To TBOW MMUOXK, KOTOPLIA hopMupyeTcs U3 nHdopmauumn o Tebe B MHTepHeTe.

TBOE MECTO XUTenbCTBa, yqe6b|, TBOE CbI/IHaHCOBoe NnonoXeHmne, 0COOEHHOCTU XapakTtepa n pacckasbl O 6rmM3Knx
- BCe 3TO HaKanmBaeTcd B CEeTU.

MHorve NoApoCTKM NErkoMbICIIEHHO OTHOCATCS K Ny6nukauum nudHol nHdopmauum B IHTepHeTe, He NoHuMas
BO3MOXHbIX MocredcTBuii. Thbl Jae He CMOXellb [AoradaTbCs O TOM, 4To choTorpadmsi, pasmelleHHas 5 neT Hasapg,
cTarna NpUYnHON OTKasa NpuHATL Tebs Ha paGoTy.

KommeHTapum, pasmelleHne TBomx cotorpaduii u gpyrme AencTBns MOryT HE MCHE3HYTb Aaxe nocrne Toro, Kak
Tbl WX yhanuuwb. Tbl He 3Haelwb, KTO COXpaHumn 3Ty WHgopmauuio, nonana v OHa B MOWCKOBbIE CUCTEMbI U
COXpaHunacb fn OHa, a rMnaBHOe: YTO mogymalT O Tebe OKpyxXawlwuve nau, KoTopble HaWgyT M yBuAAT 3to. Hantum
NHAOPMALMIO MHOIO fET CMYCTA CMOXET 1060 - kak n3 4o6pbIX NOBYXAEHWIN, TaK U C HAMEepPeHUEM NPUYNHUTL BPea.
OT0 MOXeT ObITb KTO YrogHo.

OcHOBHbIe COBETLI MO 3awmUTe LncpoBon penyTaumm:
1. MNogymain, npexage YemM 4To-To NybrmkoBaTh M NnepedaBaTth y cebs B 6riore nnm B coumanbHOM CETH;

2. B HacTpoWkax npounsi yCTaHOBU OrpaHU4EeHUs Ha NPOCMOTP TBOEro Npoduns 1 ero CoAepXKMMoro, caenan
ero Tonbko "ans apysen";

3. He paamellan v He ykasbiBan MHGOPMaLUIO, KOTOpasi MOXET KOro-nmbo ockoponsaTb nnm odmxats.

ABTOpCKOe npaBo

CoBpeMeHHbIe LIKObHMKM - aKTUBHbIE NOMb3oBaTenu L posoro npoctpaHcTea. OAHAKo Aaneko He Bce 3HaloT,
YTO MOMb30BAHUE MHOMVMU BO3MOXHOCTAMU LMEPOBOro mupa TpebyeT cobniogeHns npaB Ha MHTENneKkTyanbHY
COOCTBEHHOCTb.

TepMuH "MHTennekTyansHas CObCTBEHHOCTL" OTHOCUTCS K PasfMyHbiM TBOPEHMSM YENOBEYECKOro yMa, HaumHas
C HOBbIX M300peTeHWn n 3HakoB, 06O3HayaloWMX COBCTBEHHOCTb Ha MPOAYKTbl U YCMYrM, W 3aKaH4MBasi KHUramu,
doTorpadmsiMm, KMHOOUNbEMaMn 1 My3blKanbHbIMU NMPON3BEAEHUSMMU.

ABTOpPCKME MpaBa - 3TO MpaBa Ha WHTENNEeKTyarnbHYyl0 COOCTBEHHOCTb Ha MPOU3BEAEHWsI Hayku, nutepaTtypbl U
UckyccTBa. ABTOPCKME NpaBa BbICTYNaOT B KAYECTBE rapaHTUK TOTO, YTO MHTENEKTyarnbHbI/TBOpYECKUiA Tpya aBTopa
He GyOeT HanpacHbIM, 4acT eMy CripaBeasivBble BO3MOXHOCTM 3apaboTaTh Ha pesynbTatax CBOero Tpy4a, NofyymTb
M3BECTHOCTb M nMpusHaHue. HukTo 6Ges paspelleHWss aBTopa He MOXEeT BOCMPOW3BOAMTbL €ro npousBeaeHue,
pacnpocTpaHsTb, Ny6NMYHO AeMOHCTPUPOBAaTL, NpoaaBaTb, UMMNOPTUPOBATb, NMyckaTk B NpokaT, Ny6nMYHO UCMOMNHATD,
MoKa3bIBaTb/UCNOMHATL B 3dMpe Unmn pasmellaTb B VIHTepHeTe.

Mcnonb3oBaHne "nupartckoro” nporpaMMHOro obecnedeHuss MOXeT NPUMBECTU K MHOMMM puUcKam: OT NnoTepwu
OaHHbIX K TBOUM akkayHTam A0 BroKMpoBKM TBOEro YCTPOMCTBA, rAe YCTaHOBMEHa HeneranbHasa nporpamma. He ctout
Takke 3abblBaTh, YTO CYLLUECTBYIOT NeranbHble 1 6ecnnaTHble NporpamMmbl, KOTOPblE MOXHO HanTh B CETU.

O nopTtane

CeTeBI/ILIOK.p(b - TBOW rMNaBHbI COBETYMK B CETU. 30ECh Tbl MOXELLb y3HaTb O ©e30nMacHOCTN B CETU NMOHSTHBIM U
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OOCTYNHbIM A3bIKOM, a NpU BO3HUKHOBEHUN KpVITVI‘-IeCKOIZ cutyauum 06paTI/ITbCF| 3a coBeTOM. A Takke NPUHATDL y4YacTune
B KOHKypCaxX U CTaTb CaMbiM Ll,l/l(prBbIM rpa)K,U,aHI/IHOM!

Mpunoxenne N 3

NAMATKA Ana POAUTENEN OB MHOOPMALIMOHHOM BE3OMNACHOCTU OETEN
Onpepgenenne TepmuHa "nHdopMauuoHHast GesonacHocTb geTel" copepxutcsa B PepepanbHom 3akoHe N
436-03 "O 3awmte peTen OT MHGOPMAUUKU, MPUUMHAIOWLEA Bped WX 300POBbH0 M pasBUTUIO", pPerynupylowmm
OTHOLLIEHUS, CBA3aHHbIE C 3alUMTOM OeTer OT MHopMaLMu, NPUUMHSIOWEN Bpen WX 300pOBb M (MNn) pasBUTULO.
CornacHo gaHHOMY 3aKoHY "MHopMaLMoHHast 6e30nNacHOCTb AeTen" - 3TO COCTOSAHME 3aLUULLIEHHOCTU, NPY KOTOPOM
OTCYTCTBYET pPUCK, CBA3AHHbIM C MPUYUMHEHMEM WHdOpMauMen Bpeda WX 300pOBbIO U (MnM)  busnyeckomy,
NCUXMYECKOMY, YXOBHOMY, HPDAaBCTBEHHOMY Pa3BUTUIO.

B cuny depepanbHoro 3akoHa N 436-O3 nHbopMaumen, NpUUMHAIOWENA Bpend 340POBbI U (MnM) pasBUTUIO
neTten, aBnsaeTcs:

1. nHcbopmaLms, 3anpeLLeHHas ANs pacnpoCTpaHeHWs CPeamn OeTeNn;
2. nHdopmaLms, pacnpocTpaHeHne KOTOPOW OrpaHNYeHo cpeaun aeTen onpeaeneHHbIX BO3PaCTHbIX KaTeropun.
3. K nHdopmauum, 3anpeLLeHHon s pacnpoCcTpaHeHnsa cpeam aeTen, OTHOCUTCS:

4. nHdopmaumsa, nobyxgawwas geTen K COBEPLUEHWIO OEeWCTBUA, NPEACTaBMSIOWMX Yrpo3y WX KU3HU WU (Mnn)
3[0POBbIO, B T.4. MPUYMHEHMWIO Bpeaa CBOEMY 340POBbLI0, CaMOyOMNCTBY;

5. cnocoGHOCTbL BbI3BATh Yy AETEN XeraHue yrnoTpebuTb HapkoTUYeckMe CpeacTBa, NMCUXOTPOMHbIE U (Mnn)
odypMaHuBaloLLmMe BellecTBa, TabayHble N3Aenns, ankoronbHY 1 CMPTOCOAEPXKaLLYo NPOAYKLMIO, MUBO U HAMUTKK,

N3roTaBnMBaeMble Ha €ro OCHOBE; MPWHATb Y4acTue B a3apTHbIX Urpax, 3aHMMaTbCs NPOCTUTYLMEN, BPOaSKHNYECTBOM
U1 nNonpoLlanHN4YeCcTBOM;

6. obocHoBbIBatoLas WUnu onpasabiBawowada OonyCctuMoCTb Hacuina wu (I/IJ'II/I) KECTOKOCTU Nnbo n06y>|<p,a}ouJ,as|
OCYLLECTBIATb HACUITbCTBEHHbIE OEeNCTBMS NO OTHOLLUEHMIO K NI0OAM U XXNBOTHBIM;

7. oTpvuawowaa cemelHble LEHHOCTU U hopMUpyloLLas HeyBaxKeHWe K poauTensaMm WU (Mnv) OpyrMM 4neHam
cemby;

8. onpasabliBaoLlada NnpoTneonpaBHoe noBeaeHmne;

9. coepxallas HeLleH3ypHyto GpaHb;

10. cogepxaLuas nHopmaLmio NopHOrpadnyecKoro xapakrepa.

K nHcbopmauumm, pacnpocTpaHeHne KOTOPOW OrpaHNYeHo cpeam AeTel onpeaeneHHoro Bo3pacra, OTHOCUTCS:

1. nHdopmaums, npeacrtaBnsgemMas B Buae M300padKeHUs WM OMUCaHWUS XECTOKOCTU, (hm3nyeckoro n (Mnm)
NCUXNYECKOIo Hacunus, NPEeCTyNNeHNs UM MHOro aHTMOBLLLECTBEHHOIO OENCTBUS;

2. BbI3blBaKLLAA ¥ OETEN CTPaxX, yXKac Unn NaHuKy, B T.4. NpeAcTaBnsiemas B Buae n3obpaxxeHns unm onncaHus B
YHWXKaIoLWENn YernoBeyeckoe [JOCTOMHCTBO ()OpME HEHaCUIbCTBEHHOW CMepTu, 3aboneBaHus, camoybuncTea,
HecYacTHOro crny4yasl, aBapvm unu katactpodbl 1 (Mnn) X NOCNeACTBUN;

3. npegcTaensiemas B BUAe M300pakeHUs U onucaHms NOOBbIX OTHOLLIEHUA MEXAY MYXXYUHON W XKEHLLIMHOW;

4. copepxalasi 6paHHble CoBa U BblPaXXEHUs, He OTHOCALLMECS K HeLEeH3YpHOW BpaHu.

Crpanuua 10 u3 14



<Muncbmo> MuHobpHaykm Poccnm ot 14.05.2018 N 08-1184
"O HanpaeneHun uHdopmauun”
(BMecTe ¢ "MeToAMYECKMMIN pEKOMEeHAAUMSMM O...

C yyeTtom atoro Bam npegnaratotcs npasuna paboTebl B ceTv IHTEpHET AN pa3nuyHblX BO3PaCTHBLIX KAaTEropuii,
cobntogeHne KoTopbiX NO3BONMT obecnevnTb MHOPMALMOHHY 6€30NacHOCTb BalLMX OETEN.

O6wwue npasuna ansa popuTenen

1. HesaBucumo oT Bo3pacta pebeHka mcrnonb3ynTe nporpammHoe obecnedeHue, nomorawowee GUbTPOBaTb U
KOHTPONMPOBaTb MHGPOPMALMIO, HO HE MofaranTechb MOSTHOCTLIO Ha Hero. Balle BHMMaHue K pebeHKy - rmaBHbI MEeToq,
3aWnThbl.

2. Ecnn Baw pebGeHoOK VMeeT akkayHT Ha OfHOM M3 couuvanbHbix cepBucoB (LiveJournal, blogs.mail.ru,
vkontakte.ru u T1.n.), BHUMATENbHO M3y4YnUTE, KaKyld MHGOPMALMIO MOMELLAT €ro y4acTHMKM B CBOMX Npodhunsx u
Brorax, Bknoyas doTtorpacummn n Bugeo.

3. MNpoBepbTe, C KakuMy OpyrMMyn canTamy CBS3aH couuvanbHbii cepBuc Bawero pebenka. CtpaHudku Bawero
pebeHka MoryT ObITb 6e30nacHbIMM, HO MOTYT Y COAEPXaTb CCbINKN Ha HeXenaTenbHble K OnacHble canTbl (Hanpuvep,
MOPHOCANT, UK CalT, Ha KOTOPOM ApPYT YNOMMHAET HOMep coToBoro TenedoHa Bawwero pebeHka nnv Baw gomaluHum
anpec)

4. MoouwpsiiTe Bawmnx geteint coobuiate 060 BceM CTpaHHOM UMM OTTanKUBAalOLEM U HE CIULLIKOM OCTPO
pearupyiTe, Korga OHM 3TO [enawT (M3-3a OnaceHusi MoTepsiTb AOCTYN K VIHTepHeTy AeTU He roBOpsT poavTensiM o
npobnemax, a Takke MOryT HayaTb UCMONb30BaTb VIHTEpHET BHe JoMa U LLKOMbI).

5. byabTe B Kypce ceTeBOM Xu3HM Bawero pebeHka. MIHTepecymTech, KTO uX Opy3bs B WMHTepHeT Tak e, Kak
WHTEpecyeTeCh pearibHbIMWN APY3bsiMU.

BospacTt ot 7 oo 8 ner

B WHTepHeTe pebeHOk cTapaeTcA NOCETUTb T€ WM WHble CalTbl, @ BO3MOXHO M 4aTbl, paspelleHne Ha
nocelleHne KOTOpbIX OH He nomyyun 6bl OoT poguTenen. MoaToMmy poauTensm ocobeHHO nornesHbl OyayT Te OT4yeThl,
KOTOpble NPeaoCTaBNsaTCA NporpaMMamMu Mo OrpaHNYeHno Ncnonb3osaHns VHTepHeTa, T.e. PoantenbCckuin KOHTPOnb
WNn TO, YTO Bbl CMOXETE YBMOETb BO BpeMeEHHbIX (hannax. B pesynbTate, y pebeHka He ByaeT oLlyLeHus, 4TO 3a HAM
BEAETCA MOCTOSHHBLIN KOHTPONb, OAHaKo, poauTenu OyayT no-npexHemy 3HaTb, Kakve cawTbl noceliaetr mx pebeHok.
OeTtn B gaHHOM Bo3pacTe 0bnaaaloT CUrbHbIM YYBCTBOM CEMbM, OHU OBEPUMBLI U HE COMHEBAIOTCH B aBTOpUTETAX.

OHu nobaT UrpaTh B CeTEBbIE UIPbl M MyTELEeCTBOBATL N0 VMIHTEpHeTY, MCNOMb3ys 3NEKTPOHHYIO0 NOYTY, 3aX0AuTb Ha
CalTbl U YaTbl, HE PEKOMEeHOO0BaHHbIE POANTENSAMMU.

CoBeTbl Mo 6e3onacHocTn B ceTn VIHTepHeT anga geten 7 - 8 net

1. Co3pgaiTe cn1cok JoMaLLHMX MpaBun noceLleHnsa MHTepHeTa nNpu y4actum AeTen n TpebyinTe ero BbIMONTHEHMS.

2. Tpebywnte ot Bawero pebeHka cobniogeHMs BPEMEHHbIX HOPM HaxoXAeHus 3a KommbloTepom. [lokaxute
pebeHky, yto Bbl Habniogaete 3a HMUM He noTomy 4to Bam 3TO xoyetcd, a notomy 4to Bbl Gecnokoutecb O ero

©esonacHoCTM 1 Bcerga rotosbl €My NOMO4b.

3. KomnbloTep c nopkntoveHnem K VIHTepHeTy [ormkeH HaxoouTbcsi B obLie koMHaTe nop MpUCMOTPOM
poautenen.

4. V|CI'IOJ'Ib3yIZTe cneunarbHble OeTCKMe NONCKOBbIE MALUNHbI.

5. Wcnonb3ynte cpeactBa OrOKMPOBAHMSA HeEXenaTenbHOro KOHTEHTa Kak [OMOfHeHWe K CcTaHgapTHoMy
PoauTtensckomy KOHTPORIO.

6. CospgaiiTe ceMeiHbIi SNEKTPOHHbIN AWK, YTOObI He NO3BONUTL AETAM UMETb COGCTBEHHbIE adpeca.

7. bnokupynte pocTtyn K cawtam C 6GecnnatHbiMW MOYTOBbIMM SAWMKAMW C MOMOLLBIO COOTBETCTBYIOLLErO
nporpamMmmHoro obecneyeHus.

8. Mpuyunte peten coseToBaTbCsl ¢ Bamu nepen onybnukoBaHMeM Kakon-nnmbo mHdopmauumn cpencreamu
3NEKTPOHHOW MOYThI, YaTOB, PErMCTPALMOHHBLIX OPM U NPpodUnen.
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9. Hayuute geteii He 3arpyxaTtb ansbl, NporpaMmMbl UM My3biky 6e3 Ballero cornacus.
10. He paspeluaiite getam ncnonb3oBatb Cry6bl MTHOBEHHOro obmMeHa coobLieHmamMu.
11. B "GenbIn" cnMcok CanToB, pa3peLLeHHbIX M1 MOCELeHNs, BHOCUTE TOMbKO CalTbl C XOPOLLUEN penyTauunen.

12. He 3abuiBante 6ecepoBatb ¢ AeTbMu 06 MX Apy3baAX B VIHTepHeTe, Kak ecnu Obl peyb Wna o Apy3bsix B
peanbHON XNU3HMN.

13. He penanite "taby" M3 BOMPOCOB MOMOBOW XW3HW, Tak Kak B WHTepHeTe OeTn MOryT fnerko HaTKHyTbCA Ha
nopHorpacdwmio nnu cantel "ans B3pocnbix"”.

14. MpuyunTte Bawero pebeHka coobwaTb BaM O NOOLIX yrpo3ax wnuM TpeBorax, CBs3aHHbIX C VHTepHeToM.
OcTtaBanTeCcb CMNOKOMHLIMW M HANOMHWTE OETAM, 4TO OHM B Oe3omacHOCTW, ecriivM camMy pacckasanu Bam O CBOMX
TpeBorax. lNoxBanute nx n NOCOBETYNTE NOLONTU eLle pa3 B NOAOOHbIX Criyyasx.

Bospact geten ot 9 go 12 netr

B naHHOM Bo3pacTe AeTu, Kak NpaBumo, yXxe HacrbllaHbl O TOM, Kakas Hpopmauus cyllecTByeT B VIHTepHeTe.
CoBepLUeHHO HOpMarbHO, YTO OHW XOTAT 3TO YBUAETb, NMPOYECTb, YCNbIWaTh. [1py 3TOM HY>KHO NOMHUTb, YTO JOCTYN K
HexenaTenbHbIM MaTepuanam MOXHO fnerko 3abnokupoBaTth NPY NOMOLLM cpeacTB Poantensckoro KOHTpons.

CoBeTbl No 6e3onacHocTy Ansa geten ot 9 Ao 12 net

1. CospgawTe cn1CoK JOMaLLHWX NpaBun nocelleHnsa NHTepHeT npu ydacTtum geten n TpebyinTte ero BbINoMHEH s,

2. TpebyiiTe oT Bawero peGeHka cobnogeHns HOpM HaXOXOEHNS 3a KOMIMbIOTEPOM.

3. Habniopante 3a pebeHkom npu paboTe 3a KOMNbOTEPOM, MOKaxuTe emy, 4YTo Bbl 6ecnokouTtecb 0 ero
6e3onacHoOCTM 1 Bcerga rotoBbl 0Kka3aTb eMy MOMOLLb.

4. KomnbloTep C nogknoyveHnem B WIHTEpHeT [OOMMKeH HaxoauTbcs B OOLWEen KOoMHaTe nog MNpUCMOTPOM
poouTtenen.

5. |/|CFIOJ'Ib3yl71Te cpencrtea 6J'IOKI/IpOBaHMF| HeXenaTtenbHOro KOHTeHTa KaK [OONoJfiHeHne K CTaH4apTHOMY
POﬂ,I/ITeJ'IbCKOMy KOHTPOIIO.

6. He 3abbiBaiiTe npuvHMMaTb HENOCPEOCTBEHHOE yyacTue B xM3HU pebeHka, 6ecegoBatb C AeTbMu 06 mx
Apysbsx B IHTepHeTe.

7. HactanBaiTe, 4ToObl A€TW HMKOrAA HE COrnallanuch Ha NNYHbIe BCTPEUN C Apy3bsamMu Mo NHTepHeTy.

8. MNossonanTe geTaM 3ax0AMTb TOMbKO Ha CanTbl M3 "6enoro" cnucka, KOTopbI co3ganTe BMECTE C HAMM.

9. lMpuyuute peTen HMKOr4a He BblAaBaTb MWMYHYI0O WMHGOPMAaUMIO CpeacTBaMu 3MEKTPOHHOW MOYThl, YaTos,
CMCTEM MIHOBEHHOTO OOMeHa COOBLUEeHVAMW, PerncTpaumoHHbIX hopM, NUYHBLIX Npodunen u nNpu perucTpauun Ha

KOHKypcbl B IHTEepHeTe.

10. MpuyunTe OeTeil He 3arpyxaTb nporpammbl 6e3 Balwero paspeweHus. OGbSACHATE WM, YTO OHM MOTYT
CryyaiiHO 3arpy3unTb BUPYCbl UMK ApYroe HexenaTernibHoe nporpaMmmHoe obecrnevyeHue.

11. Cospavite Bawemy pebeHKy orpaHUYeHHyIo y4eTHYH0 3anuck Ans paboTbl Ha KOMMbIOTEPE.

12. Mpuyunte Bawero pebeHka coobwatb BaM O NOOLIX yrpo3ax WM TpeBorax, CBA3aHHbIX C VHTepHeTom.
HanomMHuTe getsM, 4To oHM B 6e30nacHOCTU, ECIM CaMK pacckasanu Bam O CBOWX TPEBOrax W ornaceHusix.

13. PacckaxuTe geTtam o nopHorpadum B IHTepHeTe.

14. HactamBante Ha TOM, 4TOObI OETW NPenoCTaBnsinM Bam [OCTYM K CBOEW 3MEeKTPOHHOW nouyTe, YTobbl Bbl
y6egunucb, YTo OHM He obLLaTCs C He3HaKoMLaMu.
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15. O6bACHUTE OeTSM, YTO HemMb3s UCNOMb30BaTb CETb AN XynuraHcTBa, pacnpocTpaHeHna cnneTeH nin yrpoas.

BospacT geten ot 13 go 17 net

B atom BO3pacTe MOAPOCTKM aKTMBHO MCMOMb3YIOT MOUCKOBblE MalUWHbI, MOMb3YIOTCA 3MEKTPOHHON MOYTOWN,
cnyx6amy MrHOBeHHOro obmeHa coobLLeHNsMM, CKaunBaroT My3blKy U donnbmbl. Manbynkam B 3TOM Bo3pacTe Gorblue
Mo HpaBy CMeTaTb BCE OrPaHNYEHMNs, OHW XaxayT rpyboro omopa, a3apTHbIX Urp, KapTUHOK "ans B3pocnbiX". [eBoykm
npegnoynTaloT obLaTbcs B YaTax, Npy 3TOM OHX ropasgo bonee YyBCTBUTENbHbI K CEKCyarnbHbIM AOMOraTenscTBam B
NHTepHeTe.

3avacTylo B JaHHOM BO3pacTe poauTENsM YXe BeCbMa CIOXHO KOHTPONMPOBAaTb CBOWX AeTeW, Tak kak o6
MHTepHETE OHM yXe 3HaKT 3HAuYUTENbHO OOnblue CBOMX poauTenen. Tem He MeHee, He OTNyckamTe OeTen B
"cBobogHoe nnasaHve" no MHTepHeTy. CTapantecb akTMBHO y4acTBOBaThb B 0OLeHn pebeHka B VIHTepHeTe.

BaxxHO no-npexHemy cTporo cobntogaTe npaBuna MiHTepHeT-6€30NacHOCTM - cornalleHve Mexay poautensmu n
AetbMu. Kpome Toro, HeOBXOAMMO Kak MOXHO 4allle MpocMaTtpvBaTb OTYeTbl O AeAaTenbHocTu deTten B WHTepHete.
Cnegyet 06patuTb BHUMaHWE Ha HEOOXOAMMOCTb COAEPXKaHNSA POAUTENBCKMX naporen (Nnaponer agMUHUCTPaTOPOB) B
CTPOrom cekpete u 06paTnTb BHUMaHMe Ha CTPOrocTb 3TUX Naponen.

CoBeTbl N0 6Ge3onacHocTK B 3TOM Bo3pacTte oT 13 go 17 net

1. CosganTe COMCOK AOMalUHUX MpaBwun noceweHns WMHTepHeTa npu ydacTum MNOAPOCTKOB M TpebynTte
BesycnoBHoro ero BbinonHeHus. ObroBopuTe ¢ pebeHKOM CMMCOK 3anpeLleHHbIX canToB ("4epHbI Cnucok"), Yachl
paboTbl B IHTepHeTe, pykoBoACTBO No obLieHunto B VIHTepHeTe (B TOM YMcne B YaTax).

2. KomnbroTep ¢ nogknoveHnem kK cetm MIHTEpHET JOIMKEH HaxoauTbCs B obLLE KOMHATE.

3. He 3abbiBainTe 6ecepoBaTth ¢ 4eTbMU 00 X Opy3bsx B VIHTEpPHETE, O TOM, YEM OHU 3aHATbLI TakMM 06pa3om,
OyATO peyb naeT o Apy3bsxX B peanbHol XmnsHW. CnpalumBainTte o Nioasx, C KOTopbiMKU A4eTh obLiatTcs nocpeacTBoM
cnyX6 MrHoBeHHoOro obmeHa coobLeHUsIMK, YToObl yOeanTbCs, YTO STU MIOAM UM 3HAKOMBbI.

4. Vicnonb3ynte cpenctBa ONOKMPOBaHMS HeXenaTernbHOr0 KOHTEHTA Kak [JOMOfHeHue K CTaHOapTHOMY
Poautensckomy KOHTPORHO.

5. Heobxognmo 3HaTb, KakMMu 4atamu nonb3ytotca Bawm getn. lNoowpsinte mcnonb3oBaHUE MOOEPUPYEMBbIX
4YaToB M HacTauBanTe, YTOBLI 4eTN He obLwannce B NPUBaTHOM pPeXMME.

6. HactanBanTe Ha ToM, 4YTOObI 4€TU HUKOrAA He BCTpe4arnncb JNTIM4YHO C APY3bAMU N3 CETU VlHTepHeT.

7. MNpuy4ynTe geTen He BblAaBaTb CBOK NNYHYIO MHPOPMaLMIO cpeacTBaMm 3NEKTPOHHOWM MOYTbI, YaTOB, CUCTEM
MrHOBEHHOrO 06MeHa COOBLLEHUSAMU, PErMCTPALIMOHHBLIX POPM, NINYHBIX NPOMUNEN U NPU PErMCTPaLIMN Ha KOHKYPCbI B
NHTepHeTe.

8. Mpuyunte Oeten He 3arpyxaTtb nporpammbl 6e3 Bawero paspeweHusi. OObACHUMTE MM, YTO OHM MOTYT
Cry4YanHO 3arpy3uTb BUPYCbl UMK OPYroe HexenaTernbHoe nporpaMmmHoe obecneveHne.

9. lMNpwuyuute Bawero pebeHka coobliaTe BaM O MOObLIX yrpo3ax wWnM TpeBorax, CBsi3aHHbIX C VHTepHeToM.
HanomHuTe getsiM, 4To OHM B 6€30nacHOCTU, ECIM CaMu pacckasanu BaMm, O CBOMX yrpo3ax unum Tpesorax. lNoxsanute
MX 1 NOCOBETYMTE NOAOWTM eLle pa3 B MOAOOHbIX Cry4vasx.

10. PacckaxuTe getam o nopHorpadum B HTepHeTe. MNomoruTte nm 3amtntbecs oT cnama. Hayuute nogpocTkos
He BblgaBaTb B VIHTEpHETe CBOEro pearlbHOro 3fIEKTPOHHOro agpeca, He OTBeYaTb Ha HexenaTtesbHble nMcbMa U
ncnonb3oBaTth crneyunanbHble NOYTOBblE OUILTPLI.

11. MpuyyunTe cebs 3HaKOMUTLCH C cauTamm, KOTOPbIE NOCELLAT NOAPOCTKM.

12. Hayunte pOeTei yBaxaTb OApYrMX B MHTepHeTe. Y6eOuTecb, YTO OHM 3HAOT O TOM, YTO MpaBuiia XOPOLLEro
noBefeHVs1 OEVCTBYIOT Be3e - Aaxe B BUPTyaslbHOM MUpe.
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13. O6BSACHUTE AETSAM, YTO HU B KOEM Cllydae Hemnb3st Ucnonb3oBaTe CeTb AN XyrMraHcTBa, pacnpocTpaHeHUs
CNIIeTeH UNn yrpo3 ApyrM JoasM.

14. 060y/:|,|/|Te C nNoapoCTKamMum ﬂp06ﬂeMbI CeTeBbIX a3apTHbIX UTP N UX BO3MOXHbII PUCK. HanomHuTe, YTO AETU He
MOTYT Urpatb B 3TN UTPbl COrMacHO 3aKOHY.

[MOCTOsIHHO KOHTpONUpynTEe Mcnonb3oBaHne WHTepHeTa Bawum peGeHkom! OTO He HapylleHue ero fMYHOro
NPOCTPaHCTBA, a Mepa NpegoCTOPOXHOCTU U NposiBneHne Baluen poantensckon OTBETCTBEHHOCTU U 3a00ThI.
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